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Gartner Conference

Gartner Conference

Why attend?

e Real-world take-aways

e Actionable insight and how-to advice across a broad range of technical topics

e Drill-down content and proactive guidance on vendor-neutral and cross-functional

technology topics like cloud, DevOps, and big data.

e Considered “the” must-attend event for technical professionals by a plethora of

technology publications and leaders throughout the U.S.

Recommended attendees

Architects, Managers, Analysts, Developers, and Planners.

2,400+ attendees

70+ solution providers

430+ sessions

50+ exhibitors

Miscellaneous

Hottest topics requested in Gartner One-on-One Meetings

Cloud Computing

Data Management Strategies

Internet of Things (1oT)

Artificial Intelligence (Al)

Application Development Strategies for Digital Business

No need for the same person to attend yearly — recommend a different person attend every

other year, or the same person attend every third year for maximum impact derived from the

conference.

Ideas, statements, and notes in this VITA created report are derived from this Gartner Catalyst

conference presentations attended, which explain in more detail the ideas contained within this

report.
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Gartner Opening Keynote

i Gartner Opening Keynote
= Architect Your Digital Ecosystem
Infonaive
Overview
Great opening presentation consisting of three Gartner leaders as seen pictured below in their
° presentation to us:
l e Danny Brian — Gartner Vice President, Distinguished Analyst, and Gartner Fellow
=
-_
Infobrilliant
]
=
Infotypical e Lori Robinson — Gartner Research Vice President
. ’
i -
—
=
Infogenius

e Kirk Knoernschild — Gartner Chief of Research Vice President and Conference Chair
—1' TeEE——

—
—
—

—

Infowise

Infosavant
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Gartner Opening Keynote

They discussed topics such as:

Infonomics

How infosavvy are you? Take the quiz: https://surveys.gartner.com/s/InfonomicsBook

infonomics The emerging discipline of managing and accounting for information with the same
or similar rigor and formality as other traditional assets (e.g., financial, physical,
intangible, human capital). Infonomics posits that information itself meets all the
criteria of formal company assets, and, although not yet recognized by generally
accepted accounting practices, increasingly, it is incumbent on organizations to
behave as if it were to optimize information's ability to generate business value.

of Infonomics

Monetizing

Information
INFomoeM1C$

Generating
measurable
< economic
benefits from or
attributable to
available
information
assets

The Three-Dimensional Challenges and Opportunities

Managing
Information

Applying
traditional asset
management
principles and
practices to
information

Gartner

Placement on the Data Science Continuum

market in the following pattern:

Have traditonal
Bl tools
352::;:::“ Business (Business e
Spreadsheet | Intelligence / Objects, Warch
mam;ahy ) Visualization Cognos, BrEhoiee
spreadsheets MicroStrategy,
Tableau, Qlik...)

We previously wrote about a concept we call the analytics continuum. The continuum provides
organizations with a tool to understand their current data science capabilities and what they should
consider for next steps. According to the continuum, organizations largely enter the data science

database(s)
specifically to

Have non- Using machine
traditional data learning and
storage Predictive predictive
BigData technologies P technologies in
,E;ﬂ",fm"an 4 (e.g. Hadoop, & strategic &
) MongoDB, Neo operational
analysis 48.) i



https://surveys.gartner.com/s/InfonomicsBook
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Operating in silo’s
will fail in the
future — must
have digital
ecosystems.

Gartner Opening Keynote

Drones

Drones appeared for the first time in the 2016 Gartner Hype Cycle for Emerging Technologies.

Gartner’s 2017 graphic follows:

Gartner Hype Cycle for Emerging Technologies, 2017

Connected Home
| Virtual Assistants - | [Deep Leaming
loT Platform .~ Machine Learning
SmartRobots . "\ Autonomous Vehicles
Edge Computing Nanotube Electronics

Cognitive Computing

Augmented Data . ;
Discovery & Blockchain
Commercial UAVs (Drones)
Smart Workspace (Drones)

Conversational
User Interfaces

Volumetric
Displays

Digital Twin

Brain-Computer Cognitive Expert Advisors

Interface

Quantum -
Computing

Serverless
PaaS

56

Human
Augmentation

Neuromorphic
Hardware

Enterprise Taxonomy
and Ontology Management

Expectations

Deep Reinforcement Virtual Reality
Learning Software-Defined
Artificial General Security
Intelligence

Augmented
Reality

Slope of Enlightenment

Plateau will be reached in:
@© lessthan 2 years
. 2105 years

@ 5to10years

/\ more than 10 years

As of July 2017

FAA registered drone operators surpassed number of manned aircraft in 2016.

Virginia is 9™ out of the top ten drone states per FAA Part-107 licenses issued in 2017 —

California is number 1 and Arizona is 10%,

Artificial Intelligence (Al) is driving advances for new intelligent things, such as autonomous

vehicles, robots, and drones.
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Gartner Opening Keynote

Digital Ecosystems

Digital
escape velocity

®

Interdependence
Master “digital ecosystem
ready” leadership

Interoperability
Extend your technology
core 10 be “digital
ecosystem ready”

External mindset
Create a “digital ecosystem
ready” organization

The Digital Ecosystem Surge

Old-style linear Participation in
digital business digital ecosystems

O-0-0-0-0 wp

Top Performers are more likely to create
or participate in digital ecosystems.

Trailing

Typical Performers

Top Performers

Performers 49 0/0 240/ 0
79%

What is an ecosystem?

up of actors

things) sharing standardized digital platfc
lly beneficial purpose. Di
ated by geography, market
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FAMILYSEARCH.

WHERE GENERATIONS MEET

Gartner Opening Keynote

Ecosystems span multiple spheres of influence and concern spanning such areas as your
industry, a grouping of industries, or even society in general.

Ecosystems benefit a lot of different people creating incentives to participate in an ecosystem
where people cooperate because they have a mutually beneficial arrangement in addition to
the monetary incentives that others will derive through participation.

By 2025, almost one-third of total global sales will come from ecosystems. (McKinsey Analysis
2017 Survey)

We've always had these ecosystems, but digital platforms have enabled creation of new
ecosystems and support of existing ecosystems in a much more rapid way.

How do you create an ecosystem?

Used a story from the Genealogy industry to

®)MyHeritage

illustrate.

@ ENEALOOBANIK
Nobody wants to be a genealogist, but people love

to find out about their family history.

ancestry

A whole multi-billion dollar industry has popped up I

only recently because it was a prominent past-time B]_ll]_ Y nGrave S
for a lot of people to find out what their family tree looks 7=

like.

The key to it all was answering how to get the records of the world to market, make
them searchable, and where they’re able to connect them into trees where you can
aggregate the data into a more useful state, where people can find the information

they’re searching for.

The answer was the sharing of certain datasets between commercial
organizations, non-profit organizations, and volunteer organizations — an
ecosystem.

Other industries then popped up around this genealogy ecosystem that popped up
because this scenario was mutually beneficial to all the participants.



Pg. 09 Gartner Opening Keynote

society

Genealogists

< \:\d\"'w;

ro%* Law Enforcement

lnd\’gUY
= Health Care
NS /

o

Ancestry.com S
FamilySe\a(ch OMyHeritage
o 23andme

/

Consumer

Gartner

The word Mr. Love identified for what transpired in this ecosystem is: Co-op-e-ti-tion.

Coopetition is an ecosystem in which competitors work together on some core
and basic things like standards. You choose to compete in other areas, but
you’re not competing to the point that you’re harming the industry. So
everyone cooperates on some of the basics, where they’re building on
common ground and benefitting, which then means this industry grows the
opportunity significantly more than if everyone was fighting over every little
piece.

~Ransom H. Love, Founder and former CEO of Caldera, and SVP of Strategic Relations for FamilySearch

The #1 barrier identified  cylture is The Biggest Brick in The Wall

by CEO'’s for creating
digital ecosystems such | Initiating
as the aforementioned Stage of digital malurity Biggest barriers to scaling

28%

]
|
26Y% :
genealogy use case is o | TTae%
20% ]
culture, followed by )
resources and talent. ' 9% : "
139
Technology was not I I I 5% & B
Delivering : y Board |

cited in the top three

barriers.
Gartner
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Culture is not a top-down issue; we the people are the problem in our organizations. IT

practitioners have more ability to influence the culture than any top-level leader can in their
capacity.

O You

Gartner

o

O You

Gartner
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soctety O

iies Standards :
com™ 0 o Competitor
,u:u“‘"“ Desi
0190 esign

(o) o External

Spring UG O ) O vou Internal b i
Cl Pipeline Users
O Center of
Angular Excellence Partners

O GcitHub o) Component

Libraries o

Accessibility

Gartner.

To change your organization’s ecosystems, you must change your personal
ecosystems.

Danny used the MX corporation example because they have been a huge disruptor in
the banking industry and he has a friend, Ryan Moore (Engineer) that works there.

It's a flat organization with 60 developers in a standup all working for the CTO.

There are no architects although the CTO did architect the overall flat
organization ecosystem.

Ryan Moore describes it this way:

We all sit together, we have a single standup together. There’s never
any red tape between taking on an issue or a project that goes outside
of the team you are on. Last year | was really interested in developing
the ability of our company to deploy features targeted at segments of
users. | took a look at it and started taking on those tasks, got code
reviews from more experienced server-side engineers without having
to lobby for a backend engineer or a data engineer to do all that work.
In the same way you don’t see an ant with an architect hat saying “I've
designed the next colony!” Or a bee saying, “This is hive 2.0!” We're
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just down there making the hive work and expanding it the way that it
should. An ecosystem is unmanaged in a top to bottom manner. That
ecosystem performs in a way that a top-down managed system
cannot.

Everyone in that ecosystem is working towards a common goal, which results
in an empowering environment. If you can do it, just do it — take the initiative.
It's an ecosystem of contributors.

This does not mean everyone everywhere needs to work in a flat organization;
there are principles to take away here and apply to your organizations within
your spheres of influence.

Change the vocabulary in your organization about how you talk about things.
Use vocabulary that is freeing, not binding — avoid Buzzword Bingo.

BUZZWORD BINGO

Metric |Deliverable

Resource | Project oam
Player

Buzzword Bingo example:

If we fail to get funding for the proper metrics, the deliverables will
suffer due to the lack of resources; projects will fail because we don’t
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have team players; so we need better policies, more accurate
timelines, and better communicated action items.

BUZZWORD BINGO

Delir r~able| Fur

Organizational processes will focus you on what you know now and do now.
But you're more than that, better than that.

We must not let organizational dysfunction be the excuse for our not being the
technologist we want to be and paid to be.

Miscellaneous

The biggest roadblock to achieving what is commonly called digital transformation isn't the
enabling technology, which can be difficult, rather it is the culture.

e In Gartner’s 2018 CIO Survey, 46% of respondents named culture as the biggest
barrier to scaling digital transformation.

https://www.gartner.com/smarterwithgartner/learn-the-art-of-culture-hacking-for-culture-change/



https://www.gartner.com/smarterwithgartner/learn-the-art-of-culture-hacking-for-culture-change/
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The secret behind disruption and redefining analysis for the 215 century is... you:

You detect You connect You learn
You evaluate You innovate You optimize
You adapt You dream You solve
You transform | You lead You...

Design programs to do only a single thing, but to do it well, and to work together well with other
programs. ~Doug McKilroy circa 1990’s — Linux

Sounds a bit like microservices doesn’t it?

Linux was a major 1990’s disrupter — when including Android, Linux is currently the
most widely deployed operating system in the world.

IT practitioners must care about digital disruption; it will affect you, if it has not already.
Amazon is the quintessential example of digital disruption.
Built eCommerce platform that has changed the world.
Yearly apparel revenue added since 2005:
Online stores led by Amazon — Up $27.8 Billion
Department stores — Down $29.6 Billion

Example of Farmers Markets, which is a group of individuals, each with different and
unique talents, products, and services that come together to create this ecosystem that
is greater than the sum of its parts.
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Internet of Things (IoT) Architecture

loT enables new
decision models
and capabilities

by pulling edge
enterprise and Overview
party data Research and —
together. presentation by Mr. Erik
T. Heidt of Gartner.

Effective 10T Architecture and Design

Not all decisions Collect Decide Act
are centralized,

but the I l !

development of 4 4.

o j — .
new, intelligent })
decision models i i i -
are...

Sensor or Enterprise and Third-Party Orchestration
Operational Data Systems' Data Implements Decision

loT Core Workflow — Gartner 2018

IT is the digital
business medium

— loT extends the Solution Path for Developing an Internet of Things Strategy
dlgltal bus,ness 1. ldentify Team, Skills 2. Define Target 3. Govern the Delivery 4. Deliver 9. Operate, Manage
and Engagement Plan Architecture Process Solutions and Improve
[ ] Identify = Edge ‘ Clarify Success e& Delivery @ Service
10T Architect = Architecture Ml Factors Pracess e Ouslty
Build Platfarm Assure Device Continuous
iz‘ CoE Team C’ﬁ} Architecture g Engagement ﬁ F abrication E Imprawerment
Engage " ; "
a Businsas, ﬁ Intearation ’® Review Risk =1 Provider o Operations
T, ete, Strateqy and Security r_-i Evaluation Automation
i1 Open an Analytics Prove It T
& T Lab Q Strategy M Wil Work x Testing ey Monioring
Track Risk and CI  Technology M Wodel Project
ﬁ Security lssues % Irwventany @ Costs Maintanance

Target Architecture Is Our Focus Today.

Target Architecture is the Focus Today — Gartner 2018

e Target architecture = (Business decisions) x (loT architecture)
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Begin loT with
the end in mind.

loT is about
business
decisions.

Platform is the
beating heart of
loT.

loT moves from
device focused
into digital
focused.

Internet of Things (IoT) Architecture

The Three Parts of an loT Solution

= Sensors and Actuators = Data Ingestion = Business Applications
= Endpoints and Gateways = Data Analytics = Business Processes
= Decision Models = Policy and Orchestration = Data Super Source

= Device and
Platform Management

Gartner

The Three Parts of an l1oT Solution — Gartner 2018

e Shorten time-to-l0T by leveraging existing edge data.
e The cloud is not moving to the edge.
e |oT platform is powerful because it is agile — it is the launchpad, not the rocket.
e |oT has many challenges such as the availability of I0T generalists.
o Estimated there are currently only around 100 in the U.S.
e Most loT today is data collection.
o Embedded computing = microwave, sensors, compute bus; no
communication.
e Untapped and silo’'d IT is a great opportunity to install loT.
o Untapped = has network connection, but is not used.
e HPE has spent billions on edge computing in support of 10T — it's coming.
e Your coding and equipment must be able to handle the meta data of 10T.
e |0T is continuous — not a one-time implementation.
o Enterprise is the “last mile” for loT.
e 10T is mainly an open loop implementation.

e Business objectives are critical for I0T objectives.
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loT
Endpoints

Data and Process
Integration

F oo i ¥ O

Endpaint Intraplatform Enterprise External Data
Data andProcesses  Management

4=

E Ii @ EL@\ ‘_A EAppIication

Event Data Dispatch and Data Dev. Tools Enablement

Processing Analytics Orchestration visualization

loT Solution
Management

e S @

Managerment laT Endpaint Security
Console Management

loT Platform Reference Architecture — Gartner 2018

IoT refers to a new form of software and service related to device communications. Here devices send across real time data
which is analyzed in real time and necessary actions taken based on the analysis. These actions can be anything from email
and mobile notifications, to triggering actions within other applications and back onto the devices. Given below is a high level
architecture of IoT:

Gateway Ingestion / Processing Persistence Event Actions
Cloud Event Real Time Event Alarm (Predictive) e
Gateway Pipelines Analytics Data Data Analytics oo
Field
. Tmd @iy [ . 1 —-» -» -»
T0TOC0. Event Org Apps
Conversions Processing Dl Integration

High Level Architecture for 10T

The architecture starts with your devices that will be sending across signals containing data. These signals can be in any form,
and generally use binary based proprietary protoccls that vary from device to device.

Internet of Things (I0T) by Syntel - Consider IT Done, 2015
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Figure 4. Logical Architecture for an loT Solution

P —— Wide-Area Event Dispatch
and

Processin

Network andPolicy  Orchestration

HW/Local

1 @ :
ﬁ Connection
: ' (Serial, RC,
(]
’H‘ 1

Sensors 5L e}

Line-of- _Workflow |
Business Process(es) |

System

Management  Edge Device
Console Management  Visualization

Edge loT Platform Enterprise
N 4 E r T -
= 1
L ! s [¥ = ' L 2R
@ nteml H e — 1 ==
Connection) — f . Lae la | 1 Data Data_
%%_ Seanrf;ls “Smart loT | ————— > X Authentication arketplace . I Warehouse \ Visualization
Actuators Device - | 1
s || L L5 !
essaging | = a |
Fmmm——————— o Protocols | :—b §_§—> E‘ N 1
1 @ HW/Local ata MD.‘!la Mimrpdsa e e 1 %4
Connection I | Warehouse alytics entication a
| (Serial, FC, ﬁ ] _J' i 1 (ZrtF) > TG
B | S BEeo) o — ™ 10O plicaion _ Deta
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| 1
| 1
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\ 1

.
-
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Data ]
1 |

Source: Gartner (October 2016)

Figure 2. Business Objectives for Current loT Projects

Other. 5% Not Clear Yet

2%

Improve Workforce
Safety, 1% o

Improve Efficiencies

and Cost Savings for

Optimize Assets Business Operations

19% 28%

Increase Revenue by

Enhancing Offerings Enhance the
to Customers Experience of Your

20% Customers
25%

n=276
Base: Currently Using or Planning to Use loT

Source: Gartner (Qctober 2016)
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Figure 3. loT Value Spectrum

Improve Optimize Enhance Generate Increase Improve Provide Conserve
Operations Assets Services Revenue | Engagement | Well-Being Security Resources

Source: Gartner (October 2016)

Figure 8. Three Parts of an loT Solution

loT Platform Enterprise
= Devices and = Data Ingestion = Business Applications
Appliances
= Data Analytics = Business Processes
= Sensors and
Actuators = Policy and = |T Services
Orchestration
» Gateways/ = Egress Back to Edge
Aggregation = Device and Platform Devices
Management

Source: Gartner (Dctober 2016)
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Internet of Things (IoT) Architecture

Figure 5. Solution Path for Executing an loT Initiative

1. Envisioning 2. Preparing 3. Prototyping 4. Architecting 5. Implementing

44 e
O WA W g

Appraise Alternatives

&

Decisions

040,

Integration

Source: Gartner (October 2018)

e Because platform is the beating heart of loT, Microsoft’'s “88 Acres” code name was

mentioned:
88 ACRES =D
Mi g
E N E R G Y S M ART B U I LDI NG S ; |0\I,cl\rfigltt(;lfm?[ﬁhgg?s?::esmlre 30'0q0

mlllll||||||||”||
R

Graphics, Charts,
and Trending Reports

48%
™ 60 Seconds

2,000,000

500,000,000 (.
%)

= ‘z Protocols, Hardware,
=7 and Interfaces

6-10%
Per Year

@ 32,300
Work Orders
Per Quarter

Actionable Information

B Microsoft

Revitalize Taiwan Industries with Internet of Things (IoT) by Cathy Yeh, Microsoft-Taiwan
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Internet of Things (loT) Architecture

Mlicrosoft loT Stack

o Information Big Data Ma_chme
Learning and

Management Stores Analytics

0 f=======1

S nm::nm Information Machine Leaning 1
g Management and Analytics

[ = e o e o
et 2
5 N

Azure loT Suite a2t !
Vending - Thin Machine
Machines O Clients Data Factory Azure

Learning
Self Checkout @ Data Lake
l Stations Diagnastic
Security ATw Equipme

Big Data Stores

Azure
W HDInsight
(Hadoop)

fien Azure

= Event Hub

Azure
SQL Data
Wharehouse

Azure
‘-‘ Stream 1
Analytics ||

Remate Medical Field
Monitars

-
Protocol
Gatewa Adaptation ' S mm e m - ————— - -

8 y

Handhelds

DATA INTELLIGENCE

Dashboards

Cortana
Analytics

Dashboards,
Visualizations
and Human
Interaction

Business
Scenarios

Recommendations

customer churn,
forecasting, etc

Action

Automated
Systems

h Microsoft

Dynamics
Microsoft
BizTalk

ACTION

Revitalize Taiwan Industries with Internet of Things (IoT) by Cathy Yeh, Microsoft-Taiwan

Internet of Things Reference Model

Levels

o Application
(Reporting, Analytics, Control)

Collaboration & Processes
{Involving People & Business Processes)

Data Abstraction
(Aggregation & Access)

Data Accumulation
(Storage)

Edge {Fog) Computing

(Data Element Analysis & Transformation

Connectivity
(Communication & Processing Units)

Physical Devices & Controllers
(The "Things" in loT)

Q00O

Sensors, Devices, Machines,

Intelligent Edge Nodes of all types.

Data at
Rest

Data in
Motion

Internet of Things (loT) Reference Model by Cisco
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Internet of Things Reference Model: Security

Levels

Identity Management

Collaboration (software)

& Processes
Authentication/Authorization

(software)

Application

Secure Storage
Data (hardware & software)
Abstraction

Tamper Resistant
Data

(software)
Accumulation

Secure Communications

Edge (Fog) (protocols and encryption)
Computing
. Secure Network Access
Connectivity Secu”ty & (hardware & protocols)
o Physical Devices (Ssﬁfcuc:ﬁ)comem
& Controllers Edge
Summary

The Internet of Everything (loT) Reference Model is a decisive first step toward standardizing the concept and
terminology surrounding the loT. From physical devices and controllers at Level 1 to the collaboration and
processes at Level 7, the 10T Reference Model sets out the functionalities required and concerns that must be
addressed before the industry can realize the value of the 10T. With the goal of enabling the IoT, this reference
model provides a baseline for understanding its requirements and its potential.

Internet of Things (IoT) Security Reference Model by Cisco
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AWS remains the
lead overall
maturity, scale,
and ecosystem
and marketplace.

Azure has good
high availability
within local
regions.

AWS has good
high availability

across all regions.

Keep in mind
some apps
cannot do well in
an active/active
AWS
environment.

Cloud Wars

Cloud Wars

Comparing Major Cloud Platform Providers

Overview

Research and presentation by Mr. Elias Khnaser of Gartner.

e The comparisons of the various cloud offerings were a result of months of research -
@gartnercat

e A multi-cloud strategy is becoming increasingly important.

e AWS and Azure remain dominant in the cloud wars.

e http://clouddecisions.gartner.com

e Some AWS does not have an SLA associated with them such as elastic beanstalk.
e |BM not a lot of change since 2015.

e Oracle cloud moving up infrastructure-wise.

e Alibaba focuses on the Asian market.

e Multi-cloud is inevitable.


http://clouddecisions.gartner.com/

Pg. 24 Cloud Wars

Interestingly, AWS o
has no single i i - Ability to Execute:
: * Product/Service

instance Overall Viabilit
. = Overall Viability
availability SLA. » Sales Execution/Pricing
Completeness of Vision:
= Market Understanding
and Strategy
Amézoﬁ_SS ) Sales Strategy
availability SLA is Busitioss Model
99.95%. I Innovation
Geographic Strategy
AWS has no back e f 23 My 2018
up service and no
VM console
access (basic
access).

263 Criteria

I Required Preferred Optional
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) Microsoft Azure Stack
Azure excels in

hybrid, identit

ybna, iaentity PowerShell DevOps Tools
and access
management, and Azure Resource Manager

scale.
Azure laaS and PaaS

Compute Network Storage App Service S;:zr;l::ce
Azure has:
Cloud-inspired Infrastructure:
availability per
zone. Consistent, High-Performance Architecture

Based on Intel Technology

~ no bare metal

. Intel® Xeon® Scalable Intel® Solid Intel®
options. Processors State Drives Networking
~ no provider Figure 3. With purpose-built Microsoft Azure Stack integrated
offered Linux systems, powered by Intel technology, organizations quickly
distribution gain the power of cloud computing in the on-premises data
center.
~ no metrics
driven load
balancing.

~ no regions and
zones
architectural
transparency.
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Google Cloud Transform data into actions

Platform (GCP)

. . &
excels in security, :
Data P Databases/ Exploration & Slxancac
Siastion Preparation & Ry Collaboration Analytics Analytics &
teChnO/Ogy and D 9 Processing 9 Intelligence @
network, and Q -
ﬁn n i I Mobile apps
Google
ancia @ Cloud SQL Cloud Datalab BigQuery C|°Ega':c13i;;'ne Business
H H analysts
incentives. Q
App Engine Cloud Dataflow
Web apps Cloud Google Cloud Data
Datastore BigQuery Dataproc Speech API scientists
= © &
/’\\ @ @ @ Cloud e Developers
GCP has no: Sens:rs Cloud Pub/Sub Da,::m Cloud Bigtable Dataproc Google Drive NielotAPY
. an .
devices e o 6 @
. Google Google
-~ LA N tfafflC Cloud Storage Analytics 360 Analytics 360 Translate API
encryp tion. Google Cloud

~ file storage

support.

~ limited logging

support for Where do | store data for my batch jobs?

account l i | | l
orovisoning
O 060 00O

~ no regions and

Cloud Cloud Cloud Cloud Persistent Big
zones sqL Datastore Bigtable Storage Disk (GCE) Query
arChlteCtural Good for: Good for: Good for: Good for: Good for: Good for:

Metadata & other Hierarchical Heavy read + Input & Output Local VM file Data
tfanspafenC)/. related data metadata write, events Binary or object data storage & work Warehouse
(BLOB) space
Long term storage Analytics,
Dashboards
Such as:
Images, videos, etc.
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Oracle Cloud
Infrastructure
(OCI) excels in
Oracle’s Suite of
Services,
networking, and
compute.

OCI has:

~ limited
geographic
coverage.

~ no autoscaling
service.

~ NO Cross-

geography
replication.

~ no backup
service.

=
=}
(L}
w
e«
=
3
o

~ no directory
services.

~ no network
forensics, eftc...

Oracle Cloud Infrastructure Strategy

ORACLE’
CLOUD APPLICATIONS

ORACLE’
CLOUD PLATFORM

BROAD OPEN
ECOSYSTEM

Tools & services to build, extend,
& deploy cloud applications

Third party apps, tools, and
services to complete solutions

Cloud applications to
accelerate your business

Cloud Wars

ORACLE’
CLOUD AT CUSTOMER
Cloud apps & tools,

managed by Oracle,
behind your firewall

; . Tl o)
{j m‘é“a ‘}' D & E ™ (2) R (@) (=) N @ @) ) 0
s o QIOIOINIZICE IGEl I
ERP Modem HR upply Chain Mobile DataMgmt [llCustom Apps ) Y g == HYBRID
T mie z Nololora e e T
wf. -t ‘ -] 0 e 0@ (=
A %\ 8‘ =) @) (L) e ) € (o
Data Analytics X intogration’ ] PV Collaboration| PRS0 ®E V)6 69
4 Public cloud built for enterprises,
% e E E optimized for Oracle Apps & Platform,
CLOUD INFRASTRUCTURE Nenoring oo L S integrated with open ecosystem

ORACLE'

COMPUTE STORAGE

GOVERNANCE

@& EBEBEE as
~

DATABASE

NETWORKING

MULTIPLE
AVAILABILITY DOMAINS

Figure 1. Oracle Cloud Infrastructure High-Level Architecture
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REGION n

INTERNET

CUSTOMER
DATACENTER



Pg. 28 Cloud Wars

Recommendations

v" Create your own unique laaS evaluation criteria set.
v Evaluate providers against your criteria.
v" Forecast your future provider requirements:
— Perioritize feature breadth and innovation?
— Perioritize history, relationship and integration?
v" Select a provider and begin using, but NEVER sit idle.
v Move from selection to provider management.
v Re-evaluate annually and prepare for a multicloud strategy.

Overall Gartner Cloud Provider Recommendations — 2018
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Apps are for
loyalty.

The web is for
reach.

Mobile is for
engagement.

State of the Web

State of the Web

The Critical Trends in Architecture, Platforms, and
Frameworks

Overview

Research and presentation by Mr. Danny Brian of Gartner.

e Web traffic dominates

Web Traffic by Platform, May 2017

Mobile ) 51.7%

Desktop ) 43.59%
]

Which Browser to Support for Your Own Projects?

Treat anything less than 3% of your user base as unsupported.

Supporting a browser older than 5 years can incur a cost of +50% for
development and testing.

Supporting a browser older than three years can incur a cost of +30% for
development and testing.

Gartner
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Always have a
dual-browser
strategy.

No investment in
web expertise will
be wasted.

Steer clear of
more proprietary
browsers.

Frameworks are
for developer
productivity.

State of the Web

Desktop Browser Share

—Chrome -—|E —Firefox -—Safari Opera —Edge
70
60
50
40
30
20
10
0 o —
2009 2010 2011 2012 2013 2014 2015 2016 2017
Source: StatCounter Global Stats
Gartner.
Mobile Browser Share
—Chrome —Safari —Android —UC Browser Opera —Nokia
60
50
40
30
Q7N Ve
20 — M
10 \
0 z
2009 2010 2011 2012 2013 2014 2015 2016 2017
Source: StatCaunter Global Stats G artn er

e Suppliers should support all major browser versions.
e People don’t want to always install an app.
e Frameworks will remain to provide structure.

e Use a CSS preprocessor to reduce latency.
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Recommendations

v Educate yourself and your teams on modern HTMLS, JavaScript and CSS3
features. Don't skip the basics, and don't learn modern web technologies through
the lens of a framework.

v Aggressively deprecate support for legacy browsers. Make this a matter of
business cost-benefit, rather than developer preference.

v~ For most use cases, favor modern web app architecture, pushing more application
logic to the client.

v Use web containers such as Cordova to leverage web code for packaged mobile
and desktop applications.

v Test applications on multiple browsers, avoiding any proprietary browser features.

Gartner
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By 2023, 20% of
organizations will
be budgeting for
quantum
computing
projects
compared to less
than 1% today.

Without hype
there is no
funding.

62 quantum
computing
companies
currently.

Quantum
computing is not
ready today.

Quantum Computing

Quantum Computing

The “In Your Face” Disruption Few Understand and

Some Fear

Overview

Research and presentation by Mr. Matthew Brisse of Gartner.

Quantum computing will totally change the computing science landscape in higher

education.

Quantum computing is non-deterministic.

o Forexample: 1+1 = 99.99% probability the solution is 2.

Commercially viable for specific problems in six to ten years.

Machine learning is the biggest quantum use case.

Financials services planning on usage in 2027.

Quantum Computing

Current "Classical" Computers:

= Well understood physics and manufacturing
at scale.

= Manipulates bits to do one (or a few things)
at a time.

= Programs are usually forward compatible with
newer architectures.

= General computing platform.

T \ ‘»\\\\,\\\\\\'

Quantum Computers:
= Engineering still on a "one-off" basis, with no
medium or large scale manufacturing.

= Uses quantum mechanics to find solutions —
superposition and entanglement.

= QC needs a classical computer to operate —
hybrid.

= Good for a specific kind of problem
(e.g., optimization).

4IR = Fourth Industrial Revolution — Quantum, Atrtificial Intelligence (Al), Machine

Learning, etc.
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You won’t be
using a Quantum
computer to run
your Microsoft
Word app.

Quantum Computing

Quantum Computing as a Service — QCaa$S

Gartner positions this as the deployment model of choice
for most organizations due to cost and operations.
= IBM Q: "The Future |s Quantum™:

— 88,000 users: Researchers and programmers have signed up

— ~4.6 million experiments run
— >8b5 research papers from seven continents
= D-Wave Systems: (Annealer — no entanglement)
— Lease/Time share service
— Sold commercially
= Code available on GitHub

Gartner

Gartner has received over 300 calls from CIO’s / CTO’s on Quantum through July
2018.

Quantum algorithms are coming first for use in machine learning.

Early Pioneers in Quantum Computing

JPMORGAN

NEC CHASE & CO.

1QBit

HONDA

Raytheon

o)
FUJITSU  rigetti

&/ ACWARE
Google "

@

Volkswagen

™ Microsoft

NOKIA  D:wave

The Quantum Computing Company™
MITSUBISHI

DAIMLER

LOCKHEEb AM‘AR'I'MH Q IO N Q Alll;gggb”ale o
— ,
® Hewlett Packard * BARCLAYS V' & NAGASE
Enterprise s
NTT TOSHIBA yAR’?’s Materials Maglc IU Delft
(Many more not listed) Gartnen

All quantum chips are one off’s.
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Quantum
computers must
currently be tuned
twice a day.

e Exponential speed up —

Quantum Computing

N30 instead of N? (1’s and 0’s).

e Computational scientist will take problems to quantum system for highest probability

solutions.

Q u a nt u m Quantum Light Harvesting
= Ch i

Computing . \ it -

v Cllmata Communication
Will Impact i e E“’W%
the Fo"owing N. LNG 3 / com Temperature S/C (SDuanltum

2 / \ /R imulation
i Chem
Sciences s il o T
Blo-molscules / Equations
o | Science / .
10| ogy cryption
Personallzed Sea( / \ Math
Medn:me =~ Linear Algebra Quantum
Pattern Computing Communication
Bmfoma“cs MB‘Ch"“Q S Codebreaking
Machine SR Quantum
Learmng \ Optimization 0 Algerithms
Flnance / Robotics
l Protein Folding Route
Planning
C t :
Satatacion Schackiing
Quantum :
Autonomous Vehicles

: ; Machine Learning

Source: Adapted from Pete Shadbolt, Jerermy O'Brien
Gartner.

w

Quantum Impact on Security — What Is Vulnerable?

Cryptographic Algorithm
AES-256

3DES

SHA-2, SHA-2

FIPS PUB 1864

SP 800-56A/B

RSA

ECDSA, ECDH (Elliptic
Curve Cryptography)
DSA (Finite Field
Cryptography)

Source: MST Guidance

Type
Symmetric key
Symmetric key

Digital signature standard
Pairwise key establishment
schemes

Public key

Public key

Public key

Purpose
Encryption
Encryption
Hashing

Signatures (public key +
hashing)

Key establishment

Signatures, key
establishment

Signatures, key
establishment

Signatures, key
establishment

Impact When Large-
Scale Quantum
Computers Are Achieved

Probably okay

Must be deprecated
Quantum safe algorithms
No longer secure

No longer secure
No longer secure
No longer secure

No longer secure

Gartner
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Banks have to be
concerned about
quantum.

Quantum Computing

Prepare for Post Quantum — What Is Vulnerable?

Technology Application Impact
Public Key Certificates PKI will need to be moved to quanturm-safe cryptography
Infrastructure (PKI) Key management Existing PK| will be deprecated
Credentials will need to be reissued
Digital Signatures Contracts (mortgages, agreements) that extend PKl-dependent
beyond 2022 Hash values will need to be lengthened
Secure email
Timestamps
Hashed-linked logs and records
Cryptographic Hash | Integrity checks Hash values will need to be lengthened
Functions Logs
Password security
Blockchain/ Contracts PKl-dependent
Public Ledgers Cryptocurrency Credentials will need to be reissued
Proof of work Hashes lengthened
Blockchains may need to be resigned
Data Security Stored/Encrypted data Personal records where data needs to be secret for
SSUTLS decades 70 years or more

PKl-dependent
Key storage and exchange will need new protocols

Move to quantum safe algorithms as providers make them available ...

Gartner

Quantum Resistant: Future-Proof Now

SecureRF’s methods are quantum-resistant to
all known attacks

“The National Security Agency is advising US agencies and
businesses to prepare for a time in the not-too-distant
future when the cryptography protecting virtually all e-

mail, medical and financial records, and online transactions
is rendered obsolete by quantum computing.”

Source: Ars Technica, August 21, 2015

“...We must begin now to prepare our information security
systems to be able to resist quantum computing.”

D-Wave System Chip with
Source: NIST Report on Post-Quantum Cryptography February 2016 quantum Properties

@
SECURE/RF

Security Essentials for 10T Product Developers — SecureRF 2017
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Quantum Resistance

* Two important quantum methods: Shor's
Algorithm and Grover's Search Algorithm

* Grover's Search Algorithm reduces security
level (e.g., AES-128 becomes 64-bit secure)
* Doubling the security of GTC requires doubling
the key size which only doubles the runtime
* Shor: Breaks ECC, RSA, and DH by quickly
factoring/solving the discrete log problem

* Requires the method's math be Finite, Cyclic,
and Commutative

* GTC is neither Cyclic nor Commutative, and the
underlying group is Infinite - Shor does not apply

(‘f\
SECURERF

Security Essentials for 10T Product Developers — SecureRF 2017

e Quantum computing positions the qubits and then reads them.

e  Qubit = electrons.
e Need 150-300 qubits to do meaningful work.
e Need an oscilloscope to read qubits.

What If We Don’t Limit Ourselves to 1’s and 0’s?
The Quantum Computer Qubit

Note: Even though you cannot look
inside the qubit and see it during
quantum computation, all the points G
on the Bloch sphere are part of the o 3
quantum computation. When the » 4
computationis over, you’llread the
qubit and see “0”b or “1”b but that
doesn’t happen until the end of the
quantum operation.

vvvvvvvvvvvvvvvvvvvvvvvvvvvvvv

A Quantum Qubit
) =[]

[¥) = €,[0) + ¢4]1)

|) = cos(8) |0) + ei?sin(0) |1)

A Bloch Sphere Represents
a Quantum Qubit — And It
Still Uses the Traditional

Cbit

£ >
aNTRu
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Quantum Computing

To be considered quantum a machine must do entanglement.
o D-Wave is technically not quantum because it can’t do entanglement.

AQUANTUM COMPUTING PRIMER  ¢inteD

Quantum computers are different from the digital computing that drives today's data
centers, cloud environments, PCs and other devices. Digital computation requires data
to be encoded into binary digits (bits), each of which is always in one of two definite
states (0 or 1). However, quantum computation uses guantum bits (qubits), which can
be in multiple states simultaneously. As a result, operations on qubits can amount to a
large number of calculations in parallel. It has been shown that in theory, some specific
problems should be solvable in much less time on a quantum computer than using the
best known algorithms for a conventional computer. Here are four key concepts that are
the foundation of quantum computing.

SUPERPOSITION

Think of classical physics as a coin. It can be either heads or tails. If it were a bit, it would be 0 or 1. In
guantum physics, this coin is best thought of as a constantly spinning coin. It represents heads and tails
simultaneously. As a result, a qubit would be both 0 and 1 and spin simultaneously up and down.

CLASSICAL PHYSICS QUANTUM PHYSICS

Quantum state:
a simultaneous

representation of
multiple classical

Heads OR Tails Heads AND Tails states.

ENTANGLEMENT

Entanglement gives quantum computing the ability to scale exponentially. If one qubit simultaneously
represents two states, two qubits represents four states when coupled together. They can no longer

be treated independently; they now form a coupled, or entangled, super state. As more qubits link
together, the number of states exponentially increase, which could lead to a computer with astronomically
large computing power.

QUANTUM PHYSICS
: : The two qubits can
no longer be treated
independently. They

vl

N Quantum Bits form a super state.
or Qubits 2" States
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Quantum Computing

FRAGILITY

Quantum states are quite fragile. If you measure, observe, touch, or perturb any of these states, they
collapse to a classical state. The states don't stick around for very long, which is why quantum computers
are currently hard to build.

A quantum state
collapses to a classical
state if disturbed by
noise or measurement.

NO CLONING

A corollary to fragility is the ‘No Cloning Theorem.’ In classical physics, if two bits are represented by
the coins below, one can copy or eavesdrop and recreate the information. In contrast, the information
entangled within a set of qubits will be lost if someone tries to observe or copy them. A gquantum
state cannot be copied without the sender or receiver realizing this. This concept serves as the basis
of quantum communications.

DIGITAL COMPUTING

One cannot copy,
intercept or steal
without ruining a
quantum state.

Quantum computing holds a credible promise of radically enhanced performance, with
the potential to solve specific complex problems that are practically unsolvable by today's
computers. Development of actual guantum computers is still in its infancy, but quantum
computing has the potential to solve complex simulations such as large-scale financial
analysis and more effective drug development.

Free quantum computing is available on the web today.
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Don’t ignore
quantum
computing!

U
hy
Q
Y
\
;
\

‘. Surface code

Figure 2.7: Quantum computer system stack [16]

Recommendations

v Learn all you can about quantum computing now while you have time.

v Increasing awareness of across research and application teams.

¥ Minimize risk by utilizing quantum as a service (QCaaS) techniques to
start becoming familiar with quantum algorithms — still experimental.

v Begin by selecting quantum programming approaches that are
supported across cloud and QC platforms.

v Focus on quantum algerithms that could potentially solve
real world problems.

Gartner
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Mobile Security Strategy

How to Evolve Your Mobile Security Strategy in 2018

Overview

Research and presentation by Mr. Eric Maiwald of Gartner.

Mobile Attack Vectors

Sources | Device Destinations

Website
App Install
App Store A“ - AH
|

SMS Device Ca P (o0 ¢]
| = - |
VI-FI MITM Rogue AP % Wi-Fi @ Internet

I i VPN
Cellular
Stingray % | a- 18 ) % Corp. Storage
use q}
(3] ) NFC/Bluetooth
Bluctooth’ fu—f0)

Premium SMS Service

Cloud Storage

PCMac

¥

GPS/Location Gartnel.',
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Mobile Security Strategy

Phase 1 — Prework

Google Piel 1 and 2

iPhone 55 or greater a B

iPadAiror greater Encryption
a Windows 10 Surface Pra » UEMEWR . H . Gortainer
1) Sarnsuny Knox
8 . . . .
& 2.2 Define 2.3 Bet Encryption 2.4 Determine 2.5 Set Minimum

21 Defing Minimum OS/HW Requirements UEMIEMM and Config Container Auth. Reguirerents
é Reguiremnents Standards Requirernents
E-3
[=]
=
o~ _
3 (5]
2
Wabil Natwork
S @ = B g e
210 Evaluate
Mahile Security Mabile Security 2.9 Determine 28 Evaluate App 2.7 Define Metwork 2.6 Define MTD
Strategy Complete Solutiongand Fill Maohile Secure Security Protection Requirements
Ot Matrix i

Source: 1D 343889 Gartnel:

Mobile Threat Defense Architecture &

Mobile
Threat
Defense
Cloud-Based On-Device MTD Vendors
Protection Protection et

P|appthority

L THREAT PROTECTIN

/Symantec

Behavioral Anomaly &
Config. Change

Network Control Vulnerability Assessment

(Utl/IP/VPN) ﬁ sopicatn T
rotection
i e & Check Point 2 ZIMPERIUM.
Mobile Telemetry Compliance Monitoring E Network @ Lookout
Protection
Mobile HW versions @ Device
Protection UEM/EMM Controls

Mobile OS/Security Internet
Vulnerabilities @ T
Wireless Network
Database

Mobile App Risk
Database

UEW/
MTD
3y EMM
% Agent Agent

Internet
RS @ Network Control (VPN)
PR S Application Deployment
o3
Access Control
(Conditional Access)

Device & Config.

ecurity
Gateway

wdsourced Tl

UEM/EMM/MDM
Enterprise

MTD Integration to UEM/EMM

MTD Management
Cloud

Service
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Mobile Security Strategy

Corporate Managed Security Strategy Recommendations

v

Evaluate the risks and new tactics being leveraged on mobile devices
by malware by keeping current with mobile threat reports.

Set minimum mobile OS and device standards.

v Enforce applications are installed only from trusted sources (Google Play,

Apple Store, Windows Store or Enterprise Apps Store).

Evaluate mobile threat defense (MTD) solutions with cloud-based application
reputation services with EMM enforcement.

Deliver training to drive user awareness of which permissions mobile
applications are requesting. This approach can help reduce unwanted
applications from being installed.

Gartner

BYOD Security Strategy Recommendations

v

v
v

Evaluate the risks and new tactics being leveraged on mobile devices
by malware by keeping current with mobile threat reports.

Set minimum mobile OS and device standards.

Verify applications are installed only from trusted sources (Google Play,
Apple Store, Windows Store or Enterprise Apps Store).

Evaluate mobile threat defense solutions with cloud-based application
reputation services.

Enforce adaptive access based on the state of the device.

Deliver training to drive user awareness of which permissions mobile
applications are requesting. This approach can help reduce unwanted
applications from being installed.

Gartner.
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Find the best Innovation Culture

ideas and
implement them!

Creating a
Culture of

Innovation
@jakek

Overview

Research and presentation by Mr. Jake Knapp — New York Times Best Selling Author.

o Bl

How To Focus oN
WHAT MATTERS
EVERY DAY

—_—

TAKE KNAPP ppo
"JOHN ZERATS Y

——

e Bestindividual keynote of the conference.

o Very engaging presentation.
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o

o

Innovation Culture

Mentioned the problem we all have with current methods where he would start
putting appointments on his calendar and it was looking good and doable:

Bam

Team lunch U i Luriect

Cuarterty Al-Hands

Spm

But then he was slammed all week and it was getting complicated and
crammed and becoming unmanageable:

Tearr lunch

Alice 1:1 Check-in 0 <& Qs ands n Check-in

Check-in

Spm

His calendar then got so stuffed he had to color code it to better track stuff:
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Call

Stand-up o Ediih 1:1

Bob 1

Check-in

Spm

o Finally with multiple back-to-back appointments and overbookings, the
calendar started to make him feel like the frog in the Frogger Game where it
was all he could do
to just start each day
(bottom of game)
and try to reach the
end of the day (top
of the game) alive:

» 408 e 488! e 488

A \[

e There has GOT to be a better way. So he decided on a new approach.
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e On Monday, make a map for the week and design your time.
o Generally the default for the week is to do everything at once in a multi-tasking
world, but how about instead focus on one key moment and completing it?

o Decide what needs to be accomplished:

Make Avpointment: 1\ BEGIN
apet, > Jhews et En " 7 nicRary
N oA
o el B
Frhi
Kor :\m ng

o Then target specifically what you want to finish this week — what is doable:

Appointment: o\| =y BEGIN
s Csebivalig gl Lag THERAPY

£or atching
als
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e On Tuesday, sketch out a solution:

e Base solution on the groups ideas:
o Default is to brainstorm, but that wasn’t working for a variety of reasons.

o How about with a sprint, have each person come up with an idea on their own
at the group desk, or their own desk, or wherever is comfortable for them.
Each person identifies a solution for that idea in good detail using whatever
necessary research method they are comfortable with and at their pace:

Solution
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o Then that same day everyone meets back as a group, and everyone presents
their idea and their solution so all are equally valued by being given time to
voice and explain their solution. Now instead of just brainstorming ideas
where extroverts take over, there are a bunch of ideas with solutions from
each member of the group, and everyone can think about each solution.

10+ competing solutions

e On Wednesday, the group decides which solution(s) is the best:

W

o Default with deciding on an appropriate solution is generally endless
discussion, but in a sprint environment, it's fast and decisive through a
structured decision process that allows the decider to decide:
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Structured decision

e On Thursday a prototype is developed:
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e On Friday test your developed prototype:

Quit wasting time on

ideas that suck.

= Quit wasting time on:

e |deas that suck

e Arguments

e Politics

e Meetings

e Playing it safe
o Default behavior is to play it safe, but with sprint it is to take big risks.
o Default behavior is one bet, but with sprint it is parallel universes.



Pg. 51 Innovation Culture

Mon Tue Wed Thu Eri

BS))e) 7)1 =

Make a SKETCH = DECIDE = Buwld a
Competing on Yhe realishc {\,. -hnge'l‘

c,l--oose o Solutions best PROTGNPE  customess
TARGET

e For years, people have told us group brainstorms don’t work.  Here are well-written
articles on the topic from 2010, 2011, 2012, 2013, 2014, and 2015. And this isn’t
some recent trend—half of those articles cite a 1958 Yale study which found that
individuals working on their own are emphatically better at problem-solving than teams

of brainstormers. And yet, we keep right on brainstorming. We have a problem to
solve, we have a group of people, and somebody says, “Let’s brainstorm a few ideas.”
We can’t resist.

http://jakenapp.com/sandiego



http://www.newsweek.com/forget-brainstorming-74223
https://www.washingtonpost.com/blogs/post-leadership/post/why-brainstorming-doesnt-work/2011/04/01/gIQAock7cM_blog.html
http://www.newyorker.com/magazine/2012/01/30/groupthink
http://www.fastcompany.com/3006322/why-innovation-brainstorming-doesnt-work
http://www.fastcompany.com/3033567/agendas/brainstorming-doesnt-work-try-this-technique-instead
https://hbr.org/2015/03/why-group-brainstorming-is-a-waste-of-time
http://www.cre8ng.com/wp-content/uploads/2012/01/c_article-Don-Taylor-Yale-Study-Brainstorming-original-article.pdf
http://jakenapp.com/sandiego
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Lock-in is a
concern in the
cloud, but you
can’t eliminate it
entirely.

For instance,
unexpected lock-
in with a cloud
provider may
occur through the
sheer mass of
data you have at
one provider.

Multi-Cloud Playbook

Multi-Cloud Playbook

Your Multi-Cloud Playbook: Strategy, Architecture,
Use Cases, and Deciding Which Application to Migrate
to Which Cloud

Overview

Research and presentation by Mr. Elias Khnaser of Gartner.

multiple

hybrid

Gartner

e Multi-cloud is a special hybrid cloud case.

o Difficult to figure out if an application should be in Azure, AWS, etc., because the main
cloud suppliers are at feature parity.

e Production scenarios are good with redundant multi-cloud.

e Most multi-cloud today is redundant multi-cloud.

e Azure is good for system of record.

e Gartner says that every single inquiry call they receive ends in a mult-cloud
conversation.

e What is driving multi-cloud?
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Cloud provider
innovation

Mergers and Risk
acquisitions

mitigation

Opportunistic use-
case placement

Portability

Multi-Cloud Playbook

Office 365
Adoption

Different teams selecting
different cloud providers

Gartner,

The biggest pull to Microsoft's Azure cloud is Office-365.

Office 365 provides anywhere access
to familiar Office tools, enterprise-grade
email, web conferencing, document
management, and business
process workflows.

What is
] Office 3657

(B,

Experience the same Office look and feel on your PC and
all major browsers and tablet devices, including iPad

] Office 365 is
Trusted Security.
V|
Premium anti-virus and Control who can access,

read, and share information

anti-spam technology with
rigorous security and and documents.
privacy standards.

Financially backed 99.9%
uptime guarantee.

Lost your phone?
Remotely wipe data.

AWS is great for DR.

] Office 365 is
Powerful Collaboration.

w QO

Work on documents Instant virtual meetings.
together in real-time. Simply click to call, IM,
video, and share desktops.

B &

Edit documents at the Share calendars
same time without version with ease.
control issues.

J Office 365 is
Built For Efficiency.

“ &aF

No need for IT staff. Office 365 is cloud based.
Microsoft handles Access your email and files
server maintenance. anytime, and from anywhere.

#89 O

Automatic data Reduce costs. Never buy
backup and IT level another upgrade. Pay-as-you-go
phone supportis licensing. Scale up and down

included. based on your business needs.
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BC DR
BUSINESS  DISASTER
CONTINUITY RECOVERY

e High performance computing (HPC) is popular with multi-cloud.
e Cloud providers must allow connections to other data centers.
e VDI can be a challenge in a multi-cloud environment.
e 3 party Paas is interesting, difficult, and attractive, but not always possible.
e Continuous multi-cloud that is far away from native communications is very expensive
— financial institutions are trying it.
e Workload placement can be generally with either Azure or AWS.
o Azure is rolling out more availability zones, but currently AWS is better.
e High performance computing (HPC) on spot instances is best with AWS.
e For SMB on CIFS shares go with Azure.
e AWS is more automated with objects.
e SLA’s with Azure are better.
e  Multi-cloud architectures are:
o Redundant Multi-cloud:

Alar lad
o2elotellnte
-g.-;-

AWS Microsoft Azure

o Composite Multi-cloud:
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% 50

Your Workload Your Workload
Components 1 Components 2

AWS Azure

o Multi-cloud Use Case Examples:

DR and Multicloud

Cloud
Provider
A

Cloud
Provider
=]

Colocation or MPLS

Production

Disaster
Recovery E

Gartner

VMware and Multicloud VDI and Multicloud

Azure AWS
ml=l=]=l==]=l=

PN o -
S N “& % /%(
Vitware Vhhware R r
vSphere on vSphere on =0 X
VDM‘:’EE:E N‘SX EC2 Bare Metal EGZ Bare Metal T N
Sk bete BRI Avaavilly Zons 3

Datz Center
Intareonnest

A4S Region

e srenipaa e _‘/@é& i i i i i
Jachines ﬁ
Branch Office Data Center Interconnect

Gartner Gartner
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Third-Party PaaS On-Premises and Across Multicloud

Data Center

AWS Azure
Gartner
Continuous Multicloud
AWS Azure
1
(L I B
141 -
Amazon APl Instances Vs AP
Gateway Management
Autescaling Autoscale
||||‘| AL
ANWS Azure
N Lambda Functions
I
Elastic L oad Azure Load
Balancing Balancer
—
DB CB
Gartner

Configuration Management and Multicloud

Cloud Provider A Cloud Provider B
CM Server

WM Host jermplates VM

Registry

Windows  Linux Windows  Linux

Servers  Servers Servers Servers

Gartner
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Cloud Computing Governance

Adaptive Governance: Coping with the Challenges of

Cloud Computing

Overview

Research and presentation by Mr. Douglas Toombs of Gartner.

e Shadow operations expose organizations to unnecessary risks.

IT Spending by Funding Source, 2017

= Formal IT Budget = Business unitIT = Shadow T

Gartner.

e Principle statements should always be:
o Relevant — grounded in specific contexts relative to the organization.
o Actionable — readers must be able to grasp what might be required of them.
o Clear Implications — noncompliance to core principle should have
consequences that are practically self-evident.

Access to systems for organizational staff only

Control of who can change what, when and why

Examples of
Principles

Integrity of information must always be validated

Inventory of digital assets and syst: must be

Gartner.
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e Implementing programmatic controls to enable governance:
o Five key approaches:
Use native tools and capabilities of the cloud provider(s).
Use third-party software.
Use provider native tools + third-party software.
Use provider native tools + in-house developed tooling.
Use provider native tools + third-party software + in-house developed

a M DN

tooling.
o Most organizations will end up at #5.

Example of Using Provider-Native Capabilities

Microsoft Azure
Resource Group Policy

Amazon Web Services
Identity & Access Management Policy

{ {

"Wersion': "2012-10-17", TIET o o
"Statement™: [ "not™ ¢ {
{ "field" "location™,
"Aotion™: "ecZ:iEM, "in" ["germanycentral™, "germanynortheast”,
"Resource™: "7, "germanywestcentral',
"Effect™: "Allow", "germanynorth', "ukwest™, "ukscouth",
"Condition": { "westeurope™, "northeurope™,
"StringEcquals': { "switzerlandnorth", "switzerlandwest",
"ecZ:Region™: "francecentral™,"francesouth"]
"eu-central-1", 1
"eu-west-1", by
"eu-west-2", "then" : {
Teu-west-3" "effect” "dery "
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Examples of Third Party Tools
—
Hewlett Packard
Enterprise frlJHashiCorp
r‘ & CloudCheckr embotics
A DATADOG
(PRacem | W densify == SCALR loudHealth
Don]e New Relic.
23 bme R servicenow
‘@ T === RED HAT
| ‘ ===7= ‘ CLOUDFORMS
Mo AR - E e S B
v’ vj‘" :‘ § "gﬁ'_ f - .‘\ {!

e IT $$$ is moving outside IT to the business (for VITA that would mean to the agency).

We need to move away
from delivering information
technology to the business,

to helping deliver
information technology
the business ...

Gartner
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e Principles, Programmatic Controls and Policies:

Principles, Programmatic Controls and Policies:
An Example

All organization systems and data should only be accessed
by employees or verified subcontractors.

LDAP or Microsoft Active Directory will be used to maintain .
. . Programmatic
a list of active employees and contractors, and systems o]
shall validate access against this prior to allowing access.

Business units self-managing solutions that can hot
Policy integrate with LDAP/AD will be respeonsible for disabling

accounts for terminated employees in a timely fashion. IT
will routinely audit for compliance against this policy.

Gartner,

Implemented to stop a bad outcome Clearly communicates a risk boundary

» »

PROGRAMMATIC
CONTROLS POLICIES

Gartner.
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e Solution Path for Enabling Governance of Public Cloud Computing:

="Edapting IT to
Biecome the Brokerof
Clowd Serices”

Form
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e Gartner Cloud Adoption Framework:

=An Emerging IT N = How to Budget, Track ’
Raole: The Cloud and Reduce Your
Architect Monthly Cloud Spending
A A
1. Build 8kills, = 2. Select Cloud 3. Architect 4. Estimate
and Assess  Providersand Cloud Services,  the Bill, and
Applications Services and Mitigate Establish
Risks Governance
- 1
| = S $
Faas
= - Architect Cloud
craevor | @R fectCloud | createa
Cloud Team Salact the
Layer of a
Cloud Services
Secura Cloud
Implementations
Exit i,
oo o— 1]
Assass [ - Design for 1 Define
Application Select Cloud Business | Palicies and
Readiness Providers Caontinuity } Procadures
= Decision Point for = Evaluaticn Criteria for A Devising a Cloud Exit
Application Flacement Cloud Infrastructure as Strategy: Proper
Cloud, lManaged, Colocation a Service Planning Prevents Poor
or Do It Yourself Performance

Source: Gartner (September 2017)

e Gartner Multi-cloud Governance Framework:

Collect
Requirements

Determine and
Enforce Tagging
Strategy

Identify Idle or
Orphaned
Resources

3. Reduce —>

Adjust
Reservation
Baseline
4. Optimize

Seek New
Instance Types

Monitor Provider

5. Mature — .
Pricing

Design with Cost
in Mind

Use Cost
Calculators

Determ_lne Define Metrics to
Allocation Track
Strategy

f— i Identify
REAEEE Unassigned
Instances

Storage Volumes

Scale Resources

Sloielaccolnts Programmatically

Seek New
Storage Tiers

Leverage Variably
Priced Instances

Evaluate
r Onboard New
HIGHPES; Providers
Tooling

Pilot Consumption

Create Alerts

Identify Old
Snapshots

Identify Discounts
Nearing
Expiration

Improve
Application
Performance

Evolve Budget
Accountability

\
» A Comprehensive List of N
Management Requirements
for Organizations Using Public

Cloud Services
4
5. Provision 6. Operate
and Automate Cloud
Cloud Environments
Services at Scale
B | e
= o
— LI
Order Cloud Manage Cloud
Services Deployments
Monitor Cloud
Consumption
L]
.
Orchestrate |i |i
Cloud Become the
Workioads r Broker
v
= Sedecting an
Approach for
Managing Public
Cloud Services

© 2017 Gartner, Inc

Determine
PAYG or
Commitment

Compare

Providers

Identify
Unassigned IP
Addresses

Evaluate
Alternative
Providers

Refactor to Use
Native Services

© 2017 Gartner, Inc.
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Application Delivery Showstoppers with a Modern
Ecosystem

Overview

Research and presentation by Mr. Jason Dover of KEMP Technologies.

e Three common showstoppers.
o #1 =Workload Migration to cloud
= Cloud native, stateless, loose coupling.
= 50/50 by 2020 in cloud.
=  Cloud apps / On-prem apps.
o #2 = Evolved Application Architecture (Microservices)
o #3 = Aligning ADC multi-tenancy to cloud
= Tighter coupling at physical layer makes it difficult for loose coupling at
logical layer.

e ADC scaling = Application Delivery Controller.

e Need a PER-App ADC fabric.

e How your multi-app VM environment might look ahhhhh.

e But apps and VM’s easily multiply, along with
the addition of container architecture, or even
micro-services architecture, and then you end
up with this:
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ovision in minutes/hours Gain visibility on multi-vendor ADC environment

* Make instant changes to App Infrastructure Enable hybrid and multi-cloud deployments
+ Dynamically adjust capacity and functionality Scale-out / scale-in
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e ADC licensing:
How You Pay And License Today

Max License Hardware

Cost-per-ADC| = Capacity +
1
|
|

+ How many instances & HA Clusters will we need?

+ How do we “Size” each instance per App?

How Modern ADC Licensing SHOULD Work?

... ACTUAL aggregate peak usage — 15 Gbps
Not # of Instances used

June July August

Only Pay for What You Use!
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o0% of the aate  DAta Visualization

present in the . . .
world today was 1€ Future of Data Visualization

created in the last
two years alone! Overview

Research and presentation by Mr. Daren Bradham of Gartner.

Out-of-Balance In-Balance

o Y ' ‘ Thinking

\\\

P, T i &5 ; G
) Seeing 1 P
- Thinking g

e Visualization that is already here:

ACQUIRE ORGANIZE ANALYZE DELIVER

Data Sources Praocessing and Data Preparation

Streaming/n Motion

ing | irters
Devioe
PUB/
Staging/ét Rest suB
Distributed
Data
Other Meosal Modaling
Wosal || Mosal
i i Embad
Oter || IMDB : H
Sc) b [(c)
CertralizedMonalithic rh %\‘usﬁ{r\;‘“&l :‘earr:rr:g
Pt u . flgontm  Algerithm Ao
saL | roems | T AP1
= ete | Logical Data Warehouse
= Integpation
gn ] Traditionsl Data  Distributad Procass e |Auemae
o Imege Fess WRESE
Aggragate Vitualization =
& h sa || esar | e Enich s
2 o Siore
Vidss Tet  ITLog
Esternal
Marageand Govern = optons
(including Metadata Data Quality, Dada Modeling, Master Data Maragemert),
DataManagem ant (Dda Admin, Seeurity, F ivasy and |dertity), ©panization (Feople) D - Cloud, Or-Premises o Hybrid

Gartner,

o A plethora of beautiful charts and graphs.
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o There are growing capabilities and culture around self-service business
intelligence.
o Ability to deploy data visualization techniques throughout the architecture.
e Three frontiers for tomorrow’s data visualization:
o New avenues for sensing data.
=  Smell
= Sound Sculpting
e Non-contact tactile feedback for feel-able 3D shapes.
e Exploring volumetric slices through tactile shapes.

\

e Render a large number of control points in real-time.

——

e Increase tactile strength through optimizations.

e Perform technical and user evaluations.
=  Touch
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Good
visualization can
empower, spark
invention, and
initiate
discoveries.

Ml o) no7asasn

Source: MIT Media Lab Tangible Media Group. hitps:iitangible.media. it eduiproject/informy

o New exploratory tools.
o Data visualization to make breakthroughs.
e Challenges implementing big data analytics in a better way include:
o Tools are hard to master.
o Scalability.
= Companies find it difficult to scale up resources and human capital to
meet big data projects that have grown exponentially.
o Actionable insights.
= Difficult to directly correlate higher volume of big data with better
insights.
e Primary issue is lack of cohesiveness amongst stakeholders
and data scientists.

ABOUT

This visualization displays a live 3D terrain made up of every
stock in the U.S. stock market with a market cap at or above
one billion dollars. Each box shows a single stock. Stocks are
grouped together into industries.

Double-tap to reposition the

graphic. Swipe with one finger Area represents market cap

to rotate or tilt vertically: i
Pinch to scale.

Industry o

Height represents percentage change - &
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Q »

AU Optronics Corp. A..

AUO

@ 2 Youlube =r

Source: Group. filn

Gartner

e Augmented Reality (AR) helps to overcome the problems of limited human perception
and limitations from dimensions and screen sizes when analyzing big data.
o The problem of scaling for actionable insights is solved effectively by AR.

Pl ) 1:22/2:29

Source: Calcflow. hifns fistore stea wered corn/a 47280/Calcflovw
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Data visualization e Keep in mind that sometimes a 3D graphic is not the best visualization for some aspect
means making of data.

data more e Sensing = More than eyesight — includes sound, touch, etc.

digestible and e  http://biaynabogosian.com/research

actionable for

people.

Get inspired with

visualizing data!


http://biaynabogosian.com/research
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Multi-Cloud Resiliency

Resiliency for Every State of Your Multi-Cloud Journey

Overview

Research and presentation by Mr. Andrew Stone and Girish Dadge of Sungard Availability
Services.

e Took the hierarchy of needs and applied it to multi-cloud resiliency.

Safety Needs
Physiological Needs

Cloud Hierarchy of Needs

* Self-Actualization

Cost
Optimization

Integration,
Scalability

Security, Recovery
Compute, Storage, Network

e Use GitHub for CloudFormation and DataDog for Amazon CloudWatch for integration
and scalability.
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a6l

Gi.il:.Hub DATADOG

I

-~ -

Amazon
CloudWatch

CloudFormation

e CloudChecker and Spotinst to check in cost optimization in production.

e Questions to ask for cloud-based recovery:

2 Cloud Based Recovery — Questions you need to ask?

How confident are Can my stakeholders Can we execute Can | stay in sync
we? function? without chaos? with production?

. — Automated & : .
Tested Recovery Business Application Orchestrated Evolving with

Time Objective SLA / Outcome Focused Production Updates
Recovery

Security, Recovery

What is cost of
downtime?

Compute, Storage, Network
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Cost comparing is CI ou d StO rag €

not needed as a .
metric as theyre  COMparing Cloud Storage — Amazon, Google, and

all three about the  Microsoft.
same.

Overview

Research and presentation by Ms. Angelina C. Troy of Gartner.

o Cloud storage services:

Used for compute Used for compatibility
storage with EC2, and multi-VM/
GCE, Azure VMs:

orimarily single 0-VM instance connectivity

Used for APl-addressable
mass storage

e What block storage services are available?

Vendor Platform Amazon Web Services NMicrosoft Azure Google Cloud Platform

EBS gp2 — General Purpose

Persistent SSD EBS io1 — Provisioned |0PS

Premium Managed Disk Persistent Disk (SSD)

EBS st1 — Throughput Opt.

Persistent HDD EES sc1 — Cold HDD Standard Managed Disk Persistent Disk (HDD)

. 4

Ephemeral Storage EC2 Instance Store VM Local Storage GCE Local SSD
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o

o

o

Cloud Storage

Google Cloud Platform (GCP) has the largest volumes and highest noncached
IOPS.
Microsoft Standard has the highest latency, but supports caching.
= Also has a new SSD option called, “Standard SSD” that should
contribute to reduced latency
= Caching can make up for higher latencies and lower throughput using
persistent HDD.
Block storage availability statistics:

Availability Percentage

99.99

Gartner Cloud Decisions — Availability Statistics (Compute)

100
99,099
99,098

99.997

99,095

99.096 Availability
SLA
99,094
99,093
99,092
93,991
215 2016
AWS

2017
HGoogle ®Microsoft

(S}DUVCIE "EVIaH:‘a‘t; C\Dz%ﬁ EVWMSESB‘I\&IQZ \(nﬂ-ﬁégﬁlh \I’WSOLR’;E(IDN' G
artner.
o Persistent HDD has considerably lower capacity cost than persistent SSD.

Leverage Gartner’'s data and methods for testing.
Balance compute and storage resources:
= Compute instance selection is every bit as important as storage
selection.
Do not oversize volumes or select compute instances that are too small.
= Volumes have performance maximums, but so do compute instances.
Select persistent HDD services where possible:
= Many workload do not require SSD performance.
= This is an opportunity for significant cost savings.
Set up snapshot management through serverless functions.
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Data is your

responsibility not

theirs — if it gets
lost in the cloud
then it’s on you,
So plan
accordingly...

What object storage services are available?

O

o

Cloud Storage

Object Storage Services

Vendor Platform Amazon Web Services Microsoft Azure Google Cloud Platform
it ) Amazon Simple Storage Hot Storage (LRS, ZRS, Google Cloud Storage
High-Usage Services Service (S3) GRS, RA-GRS) (GCS)
Amazon S3 Standard
. . Infrequent Access (S-1A) Cool Storage (LRS, ZRS, .
Mic-Usage Services Amazon S3 One-Zone GRS, RA-GRS) GCS Nearline
Infrequent Access (Z-1A)
N . . Archive Storage (LRS, .
Low-Usage Services Amazon Glacier GRS, RA-GRS) GCS Coldline

Data distribution design in object storage:

[T T ITTY eTpte)

5O 0

Object Object Object

S, N
o — B8

Data distribution in object storage:

598

Object Object Object

LR

Object Object Object

l.-..l..--....-.'-..l besssssssms s mm.
w-- w--
Provider Multiple Zone  Single Zone
AWS 3 S3Z-IA
Glacier
Google Multi-Regional N/A «
Regional
. ZRS
Microsoft GRS/RA-GRS™ LRS
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= Eleven-9’s durability although no durability SLA.
= Options are available for multiple regions:
e CRR for AWS
e Multi-regional for Google
e GRS for Microsoft
= Versioning for AWS and Google.
= Snapshots for Microsoft.
o Object storage availability statistics:

Gartner Cloud Decisions — Availability Statistics

100
9008
99838
e »
20.9%6 Availability
90085 SLA
90834
s00e
90022
sa.s1

%8

215 2017
ANS

Availability Percentage

2018
uGoogle mMicrosoft

Gartner

o Performance depends on the instance accessing data:
= Larger instances generally have more throughput.
= Google allows higher throughput for small instances.
= Latency is under 1ms (often 0.5ms) for high- and mid-usage.
e Low-usage is measured in minutes or hours (except Google).
= AWS has the most consistent throughput.
= Google has the highest small instance performance, but a lower large
instance performance.
= Microsoft has the highest potential throughput but also highest
variability:
e Note: Latency had to be measure between VMs due to testing
method.
o Object Performance Statistics:
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Object storage
cost is more than
just capacity
pricing...

Provider
AWS
Google
Microsoft

Provider

AWS
Google

Microsoft

Cloud Storage

Latency

0.301 ms

0.355 ms
N/A*

Small Instance Large Instance

608 MBps 2,569 MBps
+/- 70 std. dev. +/- 69 std. dev.
1,743 MBps 1,849 MBps
+/- 207 std. dev. +/- 101 std. dev.
754 MBps 3,509 MBps

+/- 128 std. dev. +/- 599 std. dev.

Bource: “Evaliate Cloud Providers with In-Deeth Informatior”

*Testing methodology not possible in Microsoft Azure
AWS Instances: c5.large and o, 18xlarge

Google Instances: n1-standard-2 and ni-standard-64
Microsoft Instances: D2 v3 and DE4 w3

o Object Storage Costs:

Capacity Cost
per GB
Service Class per Month PUTs/Month
High-Usage First nonfree tier 250
Mid-Usage First nonfree tier 500
Low-Usage First nonfree tier 100

o Object Storage Highlights
= AWS

GETs/Month Data Retrieval Egress
100 MB of first

1,000 1GB '
nonfree tier
500 500 MB 50 MB of flrst
nonfree tier
10 10 MB 1 MB of first

nonfree tier

e Amazon S3 and Amazon Glacier use different APIs.

e Amazon Glacier does not have an availability SLA.

e Amazon Macie can detect sensitive date in S3 / Glacier.

e S3 Select and Glacier Select can return a subset of an object.

= Google

e Multi-regional does not expose the regions it uses.

e Public objects are automatically cached con the edge network
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e GCS Coldline latency is the same as high- and mid-usage.
¢ Small instance performance is quiet good by comparison
e Transfer Service can pull data from arbitrary HTTP/HTTPS
locations into GCS buckets.
=  Microsoft
e Not S3 API compatible by default (must use workarounds)
e Archive Storage does not have ZRS or an availability SLA
e Archive Storage early deletion fee is 180 days, no 90 days
e Can update portions of an object rather than in whole
e Azure Stack has interesting future potential for distribution and
tiebring capability.
o Recommendations for Object Storage:
= While the standard service class has the lowest operational cost, a
large percentage of the typical organization’s data isn’'t operated on so
be sure to align the use case to the appropriate service class.
= Control storage sprawl to avoid sticker shock
e Focus on timely data deletion and data life cycle.
e Determine when and if data should be deleted.
= Focus on operational aspects to differentiate services:
e How can the service simplify your life and data management?
e Determine the full cost including operations, retrievals, and
egress.
e What File storage services are available?

File Storage Services

Vendor Platform Amazon Web Services Microsoft Azure Google Cloud Platform

Amazon Elastic File + . )
MNFS Storage System (EFS) N/A Google Filestore (preview)

SMB Storage N/A Azure Files N/A
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These File Services Are Quite Different

Amazon EFS Google Filestore Microsoft Azure Files
File Protocol NFSv4.1 NFSv3 SMB 2.1/3.0, NFSv3/4.1 (on-prem)
LRS: $0.06 per GB
- . $0.20 per GB (standard) ZRS: $0.075 per GB
Pricing per Month $0.30 per GB $0.30 per GB (premium) GRS: $0.10 per GB

plus operations cost™"

Within one AZ (LRS)
Data Distribution Across AZs Within one AZ Across AZs (ZRS)
Across Regions

Max Capacity

PBs+ 64TB 5TB
(per share)
Performance based 5,000 (standard)
Max |OPS (per share) on throughput 30,000 (premium) 1,000
Maximum Throughput 1 GB/s or 3 GB/s 180 MB/s (standard) 60 MB/s
(per share) | (depends on region) 700 MB/s (premium)
*Based on LS. pricing
:iaéﬁgggui%névéaﬁ?%wwu‘uuu operations depending on type of operation Gartner

Each Hits a Different Cross-Section of Use Cases

G I Mi ft
Amazon EFS Filggtguree Aztlﬁl;eogﬁes » Amazon EFS has a
pr——— v v mechanism to move data into
. Amazon EFS as needed
et :
= Microsoft can cache Azure
vanaeoment v v \Ij\l}esa data Sl nto on-prem
Home Directories / ( / Indows ervers
_ v = EFS-to-EFS Backup and
Fybd IT Storage Azure Files Snapshots can
ezl v provide data protection
Per AWS, Google and Microsoft documentation Gartner_

e Recommendations for Cloud Storage in General:
o No provider or service is the best overall.
o Don’t forget to encrypt your data — no significant performance hit doing so.
o Remember that you're data is your responsibility.
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Multiple Cloud Networking

Overview

Research and presentation by Mr. Simon Richard of Gartner.

Networking Across Multiple Regions and
Clouds

The Multicloud and Multiregion Cloud
Network Architecture

1. Cloud Provider |2aS laaS |aa5
Network Edge ’@“ &
2. Customer Cloud 1) Cloud Provider Network Edge ! .
Network Edge
Customer Cloud Network Edge 3
3. Network %
Services % @
Private Ig
WAN (MPLS) Interconnection ko]
Provider =
J " N
T i lII i
Gartner.

Multicloud and Multiregions

Cloud Provider AWS Azure GCP
No. of Regions 16 42 16

AWS

EU London

Multiregion Multicloud

GCP GCP In Google, VPCs extend natively across regions
Montréal Sydney

Gartner.
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VPC Peering and VNet Peering

Peering Peering

VPC/VNet VPC/VNet VPC/VNet

Peering $0.01 per GB transfer rate within region

VPC-peering and VNet-peering is now the preferred connectivity across regions
for AWS and Azure. In Google, global VPC are preferred.

Gartner.

The WAN Topology Spectrum

Intemet

All Internet Hybrid MPLS All MPLS

Bl

. = Remote or Corporate Sites I I. = Data Center

Gartner.
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Intemnmet Egress

Cross-Region Traffic

Inter-region VPC and
VNet Peering

Private Interconnect
Data Transfer Cost

AWS

Azure

Google

Cost depends on the region and the
bandwidth used per month.

Updated pricing is available here

Cost depends on the source region
and the bandwidth used.

Updated pricing is available here

Cost depends on the source region
and the bandwidth used.

Updated pricing is available here

Cost depends on the egress region.
$0.02/GB in North America and
Europe. Special pricing between U.S.
East {N. Virginia) and U.S. East
west/central? (Chio) at $0.01/GB.

Updated pricing is available here

Same as Internet egress cost.

Egress with region in the U.S. at
$0.01/GB.

Egress outside the U.S. at Internet
egress rates.

Same cost as inter-region
cross-region? Traffic

VNet ingress and egress costs are
charged on both sides of the
connection, based on the region.

Updated pricing is available here

Same as Internet egress cost.

Egress traffic charges only.

Depends on the source AWS Region

and AVVS and Direct Connect location.

Varies from 2¢/GB within U.S. to
19¢/GB from Australia to
South Africa.

Updated pricing is available here

Egress traffic charges only.

Varies from 2.5¢/GB from North
America towhere? Also offers
unlimited data plans.

Updated pricing is available here

Egress trafiic charges only.
Depends on the source region.

Varies from 2¢/GB from within the US
to 42¢/GB in Australia.

Updated pricing is available here

Gartner

Recommendations

v Create VPC and VNet transit network, managed by NetOps, to
connect regions and providers.

v Leverage VPC and VNet peering for region to region connectivity
within a provider.

v Build a cloud edge leveraging a colocation-hub when using more than
one MPLS network carrier. Once built, decide which functions to
centralize in the cloud edge instead of duplicating them in each of the
cloud providers.

Gartner
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Implementing
virtual desktops
where they don’t
belong will
guarantee failure
and user distrust.

Virtual Desktops

Virtual Desktops

VDI, DaaS, or Hybrid? The Best Virtual Desktop
Approach for Your Business

Overview

Research and presentation by Mr. Mark Lockwood of Gartner.

mazin New Thin I”'m

From the company that brought you

that other amazing thing you like!

*Past performance does not indicate future results.

Gartner.

e VDI = On-premises hosted
o On-premises-hosted infrastructure and virtual desktops, control plane in cloud
or on-premises — designed by you and managed by you.
e DaaS = Cloud-hosted
o Desktop-as-a-Service cloud-hosted infrastructure and virtual desktops, control
plane in cloud — designed by cloud vendor, managed by cloud vendor and you.
e Hybrid = On-premises-hosted and cloud-hosted
o On-premises and cloud-hosted infrastructure, control plane in cloud —
designed and managed in both ways.
e Need to ask yourself five questions for VDI:
o What are you trying to accomplish?
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o

o

o

Virtual Desktops

What are my use-cases?
Where are my users?
Where is my data?

What is the cost?

Managing the performance of VDI is tricky and is the most sensitive to change.

There is no magic number for a VDI implementation in an organization — could be 10%
or could be 100%.
VDI and Daas is highly susceptible to a user breakage.

Have to segment user base on how they use their desktops when figuring out what

would be the best deployment of a VDI solution throughout the organization.

Really have to watch graphics with VDI and DaaS.

What are you trying to accomplish?

O

O

o

Server virtualization does not equal VDI success.
Cloud laaS success does not equal Desktop-as-a-Service (DaaS) success.
Common reasons to implement VDI:

= Overcoming distance

= Enhanced data security

= Centralization

= Non-persistence
Common reasons to implement DaasS:

= Overcoming distance

= Proximity to cloud apps

=  Elimination of complexity of VDI

= Move to OPEX cost model

= Elasticity

What are my use cases?

o

What use cases fit?

The Two Aspects of Virtual Desktop Use Cases

Understand your applications Understand user workstyles

Gartner.
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Virtual Desktops

Use Cases vs. Desktop Type
Physical VDI DaaS

Offline

Productivity Apps Only
High-End Graphics
Secondary Computer
Short-Term Workers

MergersfAcquisitions

0”‘ “‘eeom
w°°°“°

Linux

[=1)
n N
i

Low reachicost/quality € (3

5 5 o e e High reach/fcostiuality

Where are my users?
o User location determines use experience.
= Further away user is from the data location, then higher latencies
incurred resulting in lower user productivity, and negative experiences
Where is my data?
o Data needs to follow your users

Data Location vs. Desktop Type
Physical VDI DaaS

All-Centralized, On-Premises Data Center ° ° 2
Mostly Centralized DC; Some Remote DC/Cloud ° °

Mostly Cloud; Some Centralized @ 5

q
All Cloud 3 4 °

Low reach/cost/quality €9 (20 3 4 5 (B oee High reach/tostiquality
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e What is the cost?

Cost Comparison

2 CPU, 4GB Memory Virtual Desktop

Dollars
700

600

500

400

300

200

100

o
On-Premises VDI AMazon Workspaces Whdware Horizon Alr

[l Virttual Desktop Cost per Year

Gartner.

o VDI does not save money over physical deployments — 15%-20% more than
physical desktop deployments.
o Must be able to explain the value that virtual desktops bring that makes
additional cost worthwhile.
o Choose DaaS to reduce upfront capital costs and management costs, and to
allow for elasticity and highly distributed workforce.
o Choose VDI for greater data access speed, a larger ecosystem, and more
control over your virtual desktop environment.
o Centralization is a great use case for VDI.
o Non-persistence is a huge value for VDI.
o Choose a hybrid solution (VDI and/or DaaS) when you have significant use
cases for both VDI and DaaS.
o Choose to remain on physical systems if neither DaaS nor VDI offer obvious
productivity and security enhancements.
o Do not rush! There are many, many ways to fail with desktop virtualization;
slow and steady... wins!
e No one answer is right for all scenarios.
e Remember that physical could be the right choice.
e The best desktop for IT may be a total failure for users.
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e DaaS (Desktop as a Service) is managing to an SLA.
e Elasticity = pay for desktops needed only when used.
o For example, tax preparation occurs five months out of the year then no need
to pay for idle resources for the rest of the year.

o Data for DaaS = Data users manipulate.
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roroctionis e ADIlE SKills and Practices

enemy of done.

Become an Agile Superhero: Skills and Practices to
Succeed

Overview

Research and presentation by Mr. Bill Holz of Gartner.

e Team is accountable.

e SME will hinder agility — all have to be the “expert” / multi-skilled.

The Scrum Framework

ScrumMaster
Product Owner
Sprint
Review
Sprint Sprint
Retrospective Backlog
=
Product Sprint =

Backlog Planning Increment

The Sprint

Gartner

e Mature agile team may not need a full time scrum master.
e 90% are doing scrum if they’re doing agile.
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Scrum Is Not Enough _Release

Release Plan

Scrum aimation
"is a framework Relrospective
within which you Review -
can employ poseptance
various Stand-Up
processes and
techniques.”

== [teration

== Daily

e Two people coding together has been shown to be quicker.
e No bigger waste than delivering the wrong thing.
e Rework is waste.

e Amazon is a DevOps company.

Gartner
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Gartner

recommends
making cloud the

default

deployment

option for
enterprise
database
systems.

Operational Databases

Operational Databases

Choosing the Right Cloud Platform for the Next
Generation of Operational Databases

Overview

Research and presentation by Ms. Lyn Robinson of Gartner.

Comparing On-Premises and Cloud Database Platforms

Database On-Prem. AWS Azure
Power Portfolio of Data-Related Services L1 i Y Yo dr i
Performance and Scalability Wk o A ke b e & &
Geographic Footprint k&4 t 2 &5 &4 e # o ok
Managed Private Cloud v r ¥ oA
Vendor Neutrality * & L. & ¥ #
Development New Paradigms for Development LS.t ook Aok o oA ko
Database DevOps * &K L. 8.1 Lt 6.1
Ease of Database Migrations L& 1 FH K Lt
Learning Curve L1 ik ¥ #
Operations Operational Burden * e 7 o ey T o Aok
Price Controls and Billing Options * et .61 F A KA
Monitoring and Alerting L6 KR HHN Yook
Rightsizing Database Services * Fh W TR K
Disaster Recovery, Backup/Restore LB 6 ¢ b & & Lt & &

Gartner.

e CosmoDB (Azure) is used in speed and persistence layer.

e A noSQL database is different than an on-premise database.

e DynamoDB for AWS is preferred.

e Data consistency is problematic for both CosmoDB and DynamoDB.

e Cloud databases are not perfectly elastic — you have to preprovision their capacity and
watch to see if you have provisioned enough.

e Hot pathing = speed path.

e Cold path = persistence path.

e AWS setup function = overall program logic.

e APIl-in-the-sky is like pie-in-the-skyyyyy.
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e LA=Logic App.
e Use strategic vendor approach for database cloud choices.

e Homogeneous = moving from Oracle on-premise to Oracle cloud.

Acquire Crganize Analyze Deliver

AWS
End-to-End
Data and - .
Analytics LS ool

Streaming/in Motion

- o Amazon Kinesis

=g Data Analytics
AWVS Kinesis, g
= ANS Lambda

Ammazon

B2l gaoLLe

Architecture Speraorat oy w17 tathne
armin
I Mon-Relational d wial
et
J o
1 mroooooRoodbooooodhoon
1 Logical Dala Warehouse
- Tad
1 E et Diswibuted Dtz search : Feportia
1 2 Wiarshouse Process and quer .
i 25 k i soyemy
& QuickSight e .
1 Amazen Relational e
dbPaas JD=tabaze Senice (RDS: o = ) L
=
1 Z o
1 2 3
1 x
1 3

WS Hue AVWE DWMS
AV Data Peine

Manage and Govern

Amazon Biling and Cost Management dashboard, Amazon CloudWatch, A4S CloudTrail, Amazon 53 dashboard, Amazon
EC2 dashboard, #WS Trusted Adviscr, AVWS CodePipeline, AWS CodeBLild, AMWS CodeDeploy, A4S CodeStar

Acquire Organize Analyze Deliver

Azure
End-to-End

Streamingfin Metion

o Azure Stream
Analytics

" 1
[
B S
Data and - e —
) log Das T Feeds | 33 E
w3 . et
Analytics gz T e
H do Platform and
Architecture g oo Aare
: Hon-Relational E’é 4 ghotsy
]
@
. SR SR J T
: - ': L ogical Data Warehouse 1 sal sumer
1 .a = = 1 5 Dismbuted L@ search 1 ~ 5 i
v b= 1 Wi o T :_ AzureAnaNalS/ e
i Lo 3|z
d b P S 1 s § 2 1 1 Services T gy or
aa ! ' | o I ke aian
Relatianal 5 L=
o T (= !
e g e Py |
=153
z
L]
Azurd Data Factary -‘
5515, Adure Logic Apps

Broizesdatd nateway|
ure Data Factory

Manage and Govern

Azure portal, Azre Resource Health, Azure Storage Explorer, Azire Operational Insights, Azire Application Insghts,
Microsofl Gperations Management Suite, £zre Advisar, isud Stude Team Serices, Azure DewCps Projeds.

e Database tools in the cloud scale bigger.
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Operational Databases

Cloud Database Pricing

= Can be difficult to predict, but is efficient once established:

— Amazon DynamoDB and Azure Cosmos DB are priced based on
preprovisioned throughput for reads and writes.

— Relational database servers are based on storage and compute

wCore model
Independent scalability

Storage Storage

Database Transaction Unit (DTU)-based model vCore-based model

Source: ZAzure SQ| Database Purchasing Madels and " Micrasaft Azure

Gartner

The Benefits of dbPaaS

AWS [ o | i Scaing (Database
software
i ] major
I 2 i
" oS s 7 version
> ienanes upgrades)
On Premises Infrastructure Platform
s a Service) (as a Service)

S o R
o]

| Applications |

Gartner,
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Operational Databases

Managed Private Cloud

= Azure on-premises offerings:
— SQL Server Stretch Database
— SQL Server Data Files in Azure
— Azure Stack with SQL Server
= Oracle Cloud on-premises offerings:
— Oracle Cloud at Customer with Oracle Database

= AWS and Google:

— No similar offerings

Migrating Databases From On-Premises to the Cloud

= Amazon RDS databases are not 100% compatible with their on-
premises counterparts:

— No access to server one which the database is running, no access to certain
system tables.

= Azure SQL Database is not 100% compatible with Microsoft SQL
Server:

— SQL Server Managed Instance, when it is released, will provide a smoother
option, and will be suitable for many but not all migrations.

= Hence, every database migration is a project.

Gartner.




Pg. 94

Operational Databases

Migrating Databases From On-Premises to the Cloud

* Oracle has database offerings on Oracle Cloud that are 100%
compatible with their on-premises counterparts:

— Oracle Database Cloud Service — Bare Metal.

— Oracle Database Exadata Cloud Service.

— Oracle Database Exadata Cloud at Customer.

= Oracle is currently building out their cloud platform.

Gartner

e Gartner recommends making cloud the default deployment option for enterprise

database systems.

o

o

o

Justify any databases that remain on-premise
Perform new development in the cloud
Migrate legacy on-premises databases to dbPaaS where feasible

e Focus DBA’s on:

o

o

o

@)

Solution architecture

Performance optimization

Database DevOps

Security and compliance

Researching and development with new data-related technologies

e Adopt a multi-vendor approach to mitigate concerns of cloud vendor lock-in

o

@)

@)

Use a primary cloud vendor for a majority of workloads
Use a second cloud vendor as an alternative

Consider Azure if yours is primarily a Microsoft shop
Explore AWS for moving diverse technology to the cloud
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ldentity Analytics

User population
identity is ) ) _ o
exploding, How Analytics, Machine Learning, and Artificial

including Bots Intelligence (Al) are shaping the Future of IAM
acting on behalf

f human rS. .
oriumarn users Overview

Research and
presentation by Ms. Lori
Robinson of Gartner.

Analytics, ML, and Al bridge the gap
* Unable to keep between access controls and user activity
up with the and provide for continuous, contextual
attacks. risk-aware IAM.

e 90% of breaches
are thru
privileged

access. Gartner.

Identity Analytics Capabilities ...

Data Mining and Aggregation Dynamic Risk Evaluation

z"‘a

Identity Correlation 2 Data Presentation
and Profiling — and Visualization
Continuous Monitoring,
Alerting and Remediation

Gartner

Machine Learning, Behavioral
Analytics, Al
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Most IAM
innovation is
coming from
machine learning
and behavioral
analysis.

Identity Analytics

... That Generate Dynamic Responses

Gather Analyze Respond
B 5> G s
Machine Yulnerahility - Adap R\sgaseu
Data Data Af&g\f Access Certification

) Real-Time
g oL
Database Metwork -
Monitarng Activity

n B
IAM Data Log Data -

Privileged User Responsive
Activity Monitaring ]

11111

[ | &
Dynamic Policy D
— ﬂl - Design Craonials
I Application
SIEM Data
Gartner.

Analytics Applied Across Various IAM Functions

Directory Services Password Management

— |dentity Governance and Administration

Separation of Duties Controls

Privileged Access Mgmt. .
Identity Proofing

Access Mgmt.

Externalized Autharization Mgmt. —.
Transaction Authorization 4.

Authentication

Gartner




Pg. 97 Identity Analytics

Orthodox Authentication Methods (FIPS Pub 41)

Type 1: Something (only) a:

the person knows

Type 2: Something (only)
the person has

*  Costly to Support
« Easily Compromised
* Frustrating

* Privacy Concerns

= Presentation Attacks

* Enrolment « Costly to Acquire

« Costly to Provision

Type 3. Something (only)

= |nconvenient

the person is

FIPS: Federal Information Processing Standards
FIPS: F ederal Information Processing Standards

Gartner.
Trusted Identity Capabilities Model (TICM)
Curated Credentials:
Identlty CorrObo ration Orthodox Authentication Methods:
Third-Party Credentials: " Passwords
. = Tokens
Physical. = Active Biometric Modeals
= National ID Card
= Driving License Curated Familiarity Signals:
= Payment Card Credentials = Trusted Device, Location
Digital:

= Entity Link Analysis

R . Third-Party Familiarity
= Social Login i Signals = Social Footprint
= BankID =Normal Behaviors
= GSMA Mobile Connect [

= Passive Biometric Models

A alies:
nomalies Risk Signals:

= Malware Detection

= Short Phone/Email Lifetime
= Anonymity

= Location Mismatch

= Other Deviations From
Normal Behaviors

Attack Signs:
= Device Spoofing
=Nonhuman Behavior

Signals

= Attacker-Like Behavior
= Probing

Identity Dissonance Gartner.
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Analytics help
achieve effective
and continuous
IAM.

Identity Analytics

Close the Loop

Policy

Adaptive Access Protection ,'
Adjust

Discover Requirements
= Assess Risk and Compliance
= Discover New Requirements

= Baseline Known Usage (;o_nt_ipuous
and Entitlements Visibility and
Assessment

*Proactive

Adjust Posture Users

Devices

Manage Usage Apps
Actions

Data

Assess Risk/Test Policy Change

Analyze, Manage
and Report Usage

Investigate and
Respond to Exceptions

Compliance

Implem:

Posture Posture

Adaptive Access

= Context and
Credential Assessment

= Entity/Service/Data Adaptation
= Access

Monitor Posture

Verify Usage
= Nonitor Usage Compliance

= Detect Exceptions;
Prioritize Risk
= ContainMitigate Risk

*Reactive

Gartner.

ldentity Analytics

Detection

Security Analytics

Big Data Analytics

UEBA: User and Entity Behavior Analytics

AAC: Adaptive Access Controls

Bl: Business Intelligence

P& Privileged Account Management

DLP: Data Leak Prevention

DAG: Data Access Governance

SIEM: Security Information and Event Management

UEBA

Anoma
Detectign

DataAccess
Analytics

DLP/DAG

Fraud
Detection

Peer Group
Analysis D\éna
v

¥

Customer and
Business Insights

Privilege Accou
Monitofing

PAM
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Identity Analytics

Vendor Landscape

Adapftive Access IGA PAM CIAM

= Brainwave GRC
= CATechnologies
= Centrify

= IBM

= RSA (Fortscale)

Gurucul
Okta
Oracle

= Ping Identity or

Exabeam
= RSA
Securonix

Janrain
ForgeRack
SAP (Gigya)
iVielcome
Microsoft
Cracle

Ping Identity

Brainwave GRC BeyondTrust

CA Technologies CA Technologies
SecureAuth + Core Centrify

Security CyberArk
Gurueul Gurucul

Hitachi ID One |dentity

IBM Thycatic
Salesfarce

Micro Focus Saviynt
One |dentity Securonix
Omada

Oracle

SailPaint

Saviynt

Securonix

* Not an exhaustive list of vendors, rather a sampling of vendors in each segment

@ 2018 Gartner, he. andr its afiliates. Al rights reserved. Gartnerl

e Give strong consideration to implementing identity analytics if your organization meets

one or more of the following criteria:

o

Is a large, regulated organization that has embraced a risk-based approach to
IAM.

Relies on one-time allow/deny gating for user authentication.
Understands that advanced IAM reporting is insufficient and desires risk-
aware, continuous monitoring.

Experiences access certification fatigue.

Encounters widespread assignment of excessive privileges.

Has high usage of privileged access.

Suspects the presence of abandoned or orphaned accounts.

Has general gaps in security analytic infrastructure and experience with
analytic tools.

e Document use cases before selecting a vendor.

e Look for vendors that incorporate machine learning / behavior analytics.

e Analytics is bridging the gap between ID and access controls.

o Real power of IAM is aggregation from other sources.

e Analytics methods are emerging.

e |AM = Admin, Author, and Assurance groups/disciplines — analytics spans all three.
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e Adaptive access is the most mature IAM area.
e |D proofing hard in a digital world.
e Governance = Develop policy and verify policies are followed.
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pocumentyour  ClOUd Native Strategies

cloud strategy.

Developing Cloud Native Strategies and Architectures

Overview

Research and presentation by Mr. Simon Richard of Gartner.

e What it looked like when first heading to the cloud:

e Develop cloud strategy: Assess applications based on risk, benefits, and effort, then
balance all three against the feasibility.

e Expect disruption caused by cloud analytics.
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Cloud Native Strategies

Solution Path for Developing a Public Cloud Strategy

1. Establish 2. Develop 3. Select Providers 4. Mitigate Risks b 6. Hybrid IT
Cloud Skill Sets Strategy and Services and Secure Operations

. B Fy Jo

Name Cloud Assess Applications Compare Cloud Tiers Multicloud and HA
Architect
Consumption

Monitor and
Analyze

ade $ o g2

Create a Cloud Center Deavelop Business Select Cloud Order Cloud Embrace AlOps
of Excellence Case Providers Services

wst lila o8 0

iy K =

Become the Document Strategy Architect Cloud Create Implement Tools
Broker Services, Integrations Forecast

Gartner

e Establish cloud skill sets: Develop the IT brokering function

Develop the IT Brokering Function

IT Brokering Function

Business Service Director Governance
User Relationship S Porta[\; .
Manager Service Offering Expense ervice Des|

Owmerl(s) Management

Security Finance/
. Internal IT Procurement Provider/Sourcing
Business Relationships Liaison Corﬁ;ﬁwgnce FuLnEv):%i‘ﬂs Relationships

Cross-Silo Automation
Architecture Engineer DevOps

~ Cloud
7 Architect )
i Cloud Cloud Cloud i
n MNetwiork Identity Security s
Clouid Cloud Cloud s
\\‘ Database Storage Iligration ’."

T e
Gartner
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By 2020,
organizations that
lack cost
optimization
processes will
average 40%
overspend in the
public cloud.

Cloud Native Strategies

The Many Faces of "Cloud Risk"

Trust

Availability

L

Risk Security

LY
"S’ Integration
Gartner

Define Impact Levels per Principle

Confidentiality m Availability

e Catastrophic o Catastrophic o Catastrophic

Most
Risk

Least
Risk

Gartner
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Develop a Business Case for Cloud

Ask ... Plan ...

Move the right applications

What are the business drivers?

/ Architect for the right SLAs
What is the scope? Rearchitect where necessary

Gartner

Evaluate the Tiers of Cloud

t PaaS
| _—e
.Al:uild

laaS /Rearchitect SaaS
r‘ .

/ Refactor .

P \Replace

Effort

Rehost

»

Cloud native

Gartner
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Architect for Compare and Select Providers Based
availability in the on Technical Capabilities
cloud. laa$ Provider 2016 2017 | 2018
Amazon Web Services 92% 94% 93%
adWs Microsoft Azure 88% | 93% | 95%
Google Cloud Platform 70% 80% 85%
== Microsoft Azure

o

Cuuslc Cloud Platform

Gartner

Integration Happens at Different Levels

Cost Monitoring/ Intelligent Security Capacity
Control Reporting Placement Governance Management
API, Application Stretched Data
Service Bus Integration Database Integration
Cross-Silo VM Container Workload
Orchestration Mobility Mobility Bursting
Network Identity/ Backup and Storage Colo
Connectivity Access DR Gateways Storage

Gartner

Management

Applications

Cloud/
Virtualization

Infrastructure
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Cloud Native Strategies

Why Must We Design for Multicloud?

Risk Mitigation

Architect to Secure and Mitigate Risks

O
Control who has access Leverage CSP Establish an
to cloud services security controls audit process

Gartner
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Automating
broken processes
only breaks things
faster!

Consolidate bills

=g o
Deleted orphaned
resources

Shut down
idle instances

Find the low-hanging fruit

Gartner.

Enable Self-Service

User Self-Service

Workloads/Service Catalog

Integrated Orchestration (Policies) Monitoring, Access Security Expense Management

Data Private Public Public
Center Virt. |laaS/PaasS laasS No. 1 laasS No. 2

B Gartner
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Cloud Native Strategies

Five Self-Service Approaches

05

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

\4 v \/ v

Provisioning Provisioning  Cloud Provider DevOps

Individual User-Supplied  Access with Enablement with
Resources Templates Guardrails Guardrails

Gartner

The Automation and
Orchestration Cycle

1&0O Automation
Orchestration

Continuous
Deployment

Continuous
Delivery

Automated
Testing

Traceroute Ansible

Infrastructure
as Code (pr

Organizational
Change

Transparency

Gartner,
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Cloud Native Strategies

Embrace AlOps

Automation
(Act)

Gartner.

The Cloud Management Wheel

Service Provisionhing
B — R
Request ® and Orchestration
e G
Cost Manhagement
Inventory and e and
Classification 8§2 Resource
Optimization

Monitoring ﬁ—

Cloud Migration,

and Analytics - Backup and DR
Az
Packaging 7‘ a._ Identity, Security
and Delivery and Compliance

Gartner.
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“Got something
very important to
point out to your
readers? Use a
sidebar to make it
stand out.”

loT and Gartner Reference Model

loT and Gartner Reference Model

Architect the Internet of Things (IoT) Using the Gartner
Reference Model

Overview

Research and presentation by Mr. Kyle Hilgendorf of Gartner.

The Gartner loT Reference Model:
Layers, Tiers and Interfaces

= Tiers define where a Process Layer

component, function or process
operates in the loT architecture.

° Function Layer

= Layers define what behavior an ° Information Layer

loT component, function or ° pom——
process must possess.

= Interfaces define how data and ° Device Layer

control flow into, out of and

Edge Tier ‘l—. Platform Tier Tﬂ—’ Enterprise Tier

through the System Interfaces Interfaces
Gartner

Reference Model Tiers Define Logical
Deployment Locations

Edge Tier Platform Tier Enterprise Tier
= Physical/Digital interface |= Global ingestion/analysis | = Business systems
« Local ingestion/analysis |* Event processing = Workflow processes
» Local/Distributed . Policy and orchestration |= IT servipes

= Algorithms and = Operations

= Sensors and actuators applications

Edge Tier Fm’{ Platform Tier Fm’| Enterprise Tier |

Gartner
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Reference Model: Process Layer

-— ga%ﬁl‘“‘"}’$

S Gl SO Lemm
IMM

%
H

Device
Layer
Sensors T Thgs! m Digital Twin e Securty

e Tier Platform Tier Enterprise Tier
Edg Interfaces | | Interfaces B |

Gartner

Cross-Tier and Cross-Layer Interfaces

4~ 2 gig

Edge Tier Platform Tier Enterprise Tier

Cross-Layer:
Cloud Provider API

Cross-Layer:
Edge Gateway API

Cross-Tier:
Private Ethernet

Cross-Tier:
Satellite Link

Gartner
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Architect your loT Machine Learning Quality Control Demo
system using the .
Gartner loT Edge Platform Enterprise
reference model — o adWws
& v7
decompose D € A —> @
Comp/eXity USing Alarm Controller App
layers, tiers, and _
interfaces. S‘;::js‘?zg .. LAN 7 ' 9“
l WAN
Machiné_ﬁéé;ning A 4 QA.PIQ.
Security Camera E
LAN = Local-Area Network
WAN = Wide-Area Network Gartner.
Putting It All Together: Predictive Maintenance
Architecture Blueprint
§ m?f..m Yo ,fgm W%a o S .,.%m
t Dispatch  Center

: BE et

2 Processing.

£

g

Edge Tier Platform Tier Enterprise Tier

CSP = Communications.

MPLS = Multiprotocol Lal

bel Switching
Service Provider

RIMS = Repair

Inventory Management System

Gartner
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Finance Team Collaboration

Function Process

Info.

Comm.

Device

Outcome: Analysis of how the IoT cloud platform will impact operational cost.

Security Team Collaboration

TalFrom TofFrom TalFromT  TofFrom
User User User User

© 5 o e

AMircraft Health

Function Process

Info.

Comm.

Device

Edge Tier Platform Tier Enterprise Tier

Outcome: Increased awareness, communication and analysis of security risks.
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Application Development Team Collaboration

TalFrom TofFrom
User. User

| Alicrat Health
Dashboard

'

Process

Function

Info.

Comm.

Device

Edge Tier Platform Tier Enterprise Tier

Outcome: Improved software integration with end-to-end architecture.

Operations and Governance Teams Collaboration

TofFrom
User

—

Process

Function

Info.

Comm.

Device

Edge Tier Platform Tier Enterprise Tier

Outcome: Better system operation and project governance.
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Use your cloud
model/blueprint to
collaborate with
Stakeholders
while iteratively
refining the
blueprint based
upon stakeholder
feedback.

loT and Gartner Reference Model

Systems Engineering Team Collaboration

TumeI Tofrom
User User
@
8 o Toren
E ""L."'!':" 10T Management ?P?
5
H
I
g
£
£
g
o
.§
Edge Tier Platform Tier

o

RIMS

TalFrem T TafFrom
User User,

ko

O eican Wanagement
APIS Dispatch  Genter

Enterprise Tier

Outcome: Enhanced overall experience and improved business outcomes.

e Edge tier is where physical meets digital.
e  http://bit.ly/iotrefmodel

Basic Premises

Devices
send and receive data interacting with the
Network
where the data is transmitted, normalized, and filtered using
Edge Computing
before landing in
Data storage / Databases
accessible by
Applications
which process it and provide it to people who will

Act and Collaborate

Standards based

approaches are required

to enable the 10T industry

>

Building the Internet of Things (loT) — Cisco


http://bit.ly/iotrefmodel
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Devices

Custom Protocol Gateway Host

Provisioning
Service

Configuration

Service Bus Messaging

Notification/Command
Router Router

Telemetry/Request

Device
Metadata
and Key
Store

Adapters Command API Host

HTTP

HDlInsight
Azure Storage
Azure Dbs

Figure 14. Reference architecture conceptual overview

Internet of Things (IoT) Conceptual Architecture Model — Microsoft
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Self service
capability is a
huge driver.

UTO - Digital Transformation

UTO — Digital Transformation

Driving Digital Transformation with Intelligent
Technologies

Overview

Research and presentation by Ms. Joanne Fletcher of the City of San Diego.

Unable to obtain (UTO) presentation deck through reasonable efforts.

@fz  Driving Digit  Documentation

Energy Wate

SPS2 | 11:00 AM - 1 Download your notes and/or a Zip file containing
all currently available session documents for this
event. Presentations will remain available for
downloading 12 months after the event. Please
note that some files can be large and take longer
to downioad.

mart Enargy Wator (SEW Download Documents Print Notes bico

way tne City of San Diega

3500 Tags

Joanne Fletcher
Vice President

Smart Energy Water

Gartner

404

Page not found

Sorry, we can't find the page  If you are stuck, here are
or file you are looking for other options

If you typed the address, try double-checking your spelling view all Gartner events

If you followed a link from somewhere, please let us know
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UTO - Disparate Data

Microstrategy

helps to turn the i . :
culture in an Rubber Meets the Road: Driving Insights from

organization. Disparate Data

Overview

Research and presentation by Mr. Cameron Forbes of Falken Tire.

Unable to obtain (UTO) presentation deck through reasonable efforts.

o Rubber Mee Documentation
Disparate Di
SPS9 | 3:30 PM - 41 Download your notes and/or a Zip file containing
I all currently available session documents for this
event. Presentations will remain available for
Sessior downloading 12 months after the event. Please

MicroSirategy note that some files can be large and take longer

to download.

OVERVIEW
Larairs how Fallken Tires cornbined  forl DoanineciDocumants m Inalytics to develop an award-winning

mobile sales application, empowering fi¢ sive to the needs of their buyers as their
products are to the road.

Speakers Session Tags Notes Feedback

Y Director IT career in the technology space, Cameron has led teams and built infrastructures at IBM, Oracle, Kintana, and
Falken Tire more. He has cultivated the skill

"7 Cameron Forbes Has served as the top IT executive at Falken Tires, now Sumitomeo Rubber North America. During his 20+ year
® -‘
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Security is still
high on delaying
to cloud.

Do not
necessarily get rid
of your on-
premise solution.

There is risk for
data in motion to /
from the cloud,
and on data at
rest in the cloud.

UTO - Hybrid Governance

UTO — Hybrid Governance

Hybrid Governance Demands Hybrid Execution

Overview

Research and presentation by One Identity.

Unable to obtain (UTO) presentation deck through reasonable efforts.

@ Hybrid Gove Documentation
Execution
SPS26 | 10:45 AM - Download your notes and/or a Zip file containing
all currently available session documents for this
event. Presentations will remain available for
Sessior downloading 12 months after the event. Please

‘O NE IDENTITY [ saver | note that some files can be large and take longer
to download.

OVERVIEW
Download D« 1t
Like most organizations, you're sprinting m 2. In this session, we'll discuss |AM fora

hybrid environment and how the same g oday’s hybrid deployments. We'll show
you why that is and how to be smart and FERTIEEa YEUr FIGFETEN SIFEtEay Tor suEEEss ’

SessionTags ~ Notes  Feedback

Exhibitor Location Topic Type

One Identity Grand Hall B Cloud Computing Solution Provider Session
Identity & Access Management

Software as a Service (Saas)

Gartner

404

Page not found

Sorry, we can't find the page  If you are stuck, here are
or file you are looking for other options

If you typed the address, try double-checking your spelling View all Gartner events

If you followed a link from somewhere, please let us know
and we will do our best to fix it
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She believes the

solution for the IT
talent shortage is
more women.

She identified
herself several
times as a
feminist with a
capital “F”.

Just because you
failed does not
mean you should
not try anymore.

UTO - IT Gender Gap

UTO = IT Gender

Gap

Closing the Gender Gap in IT

Overview

Research and presentation by Ms. Reshma Saujani, Founder and CEO of Girls Who Code.

Unable to obtain (UTO) presentation

Guest Keynt
Technology

K2 ' 8:30 AM - 9:15

OVERVIEW

It's no secret that the tech industry has ¢
women in leadership roles to look up tof
sparked a national conversation about it
whom have declared or intend to declanf
signed an as mentors, tha program aims

deck through reasonable efforts.

Documentation

Download your notes and/or a Zip file containing

all currently available session documents for this

event. Presentations will remain available for

downloading 12 months after the event. Please

note that some files can be large and take longer

to download. inything, so why aren't there more
g this disparity. Sinca then, she has
40,000 young girls, 90 percent of
1 Facebock and AT&T (ameng others)

Download Documents Print Notes

Speakers Session Tags Notes

F Reshma Saujani
Founder and GEQ
@ Girls Who Code

Reshma Saujani is the Founder and CEO of Girls Who Code, a national non-prafit organization working to close
the gender gap in technology. Through its Summer Immersicn Programs and Clubs, Girls Who Code is leading
the movement to inspire, educate, a...

Gartner

404

Page not found

Sorry, we can't find the page  If you are stuck, here are
or file you are looking for other options

If you typed the address, try double-checking your spelling View all Gartner events

If you followed a link from somewhere, please let us know
and we will do our best to fix it
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UTO — VMware

How do you
monitor / manage

microservices The VMware That You Might (Not) Know

when they’re up
for less than a Overview

minute? Research and presentation by Mr. Cameron Haight of VMware.

30% of Unable to obtain (UTO) presentation deck through reasonable efforts.

microservices fit
this situation...

The VMware Documentation
SPS15 | 10:45 AM -

Download your notes and/or a Zip file containing

Session presentet ’—I all currently available session documents for this

[ Piatirum | D event. Presentations will remain available for
downloading 12 months after the event, Please
note that some files can be large and take longer
to download.

OVERVIEW

WMware has always been known for its ites in wide array of other markets that

contribute {or will soon) in a big way to 1l Download Documents Print Notes fot know and also understand some of
the future directions that the company is

peakers  Session Tag Note Feedback

Cameron Haight

Vice President & CTO
@ b ' VMware

Gartner

404

Page not found

Sorry, we can't find the page  If you are stuck, here are
or file you are looking for other options

If you typed the address, try double-checking your spelling View all Gartner events

If you followed a link from somewhere, please let us know
and we will do our best to fix it
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Report Contact Information

Robert Kowalke
Enterprise Architect
robert.kowalke@vita.virginia.gov

Virginia Information Technologies Agency (VITA)
11751 Meadowville Lane, #1W-E1, Chester, VA 23836

Virginia Information Technologies Agency

Signature Series spotlight

Top 10 Strategic

Technology Trends »@
for 2018

——$\

Intelligent
Q s,
Al Foundations Intelligent Apps Intelligent Things
-Q\ and Analytics
Digital
T
& I &
N, B0 EF
Digital Twins Cloud to the Edge Conversational Immersive
-Q\ Platform Experience
Mesh
@ I:l:ll \]D @
Bleckchain Event-Driven Continuous Adaptive

Model Risk and Trust

Gartner Top Strategic
Predictions for 2018
and Beyond

1. Consumers Favor Visual and Voice Search
2. Digital Giants Self-Disrupt

3. Legitimized Cryptocurrencies

4. Increased Fake News

5. Counterfeit Reality Overtakes Reality

6. Bots Take Over

7. Versatility Wins Over Specialization

8. Al Creates More Jobs Than It Takes

9. loT in BEverything

10. Assume loT Security Vulnerabilities

Gartner Predicts: By 2020, 85% of ClOs will be
piloting Al programs through a combination of
buy, build and outsource efforts.




